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Purpose: This article addresses the key issue of smart city development in Polish cities.  6 

The aim of the article is to identify the main challenges related to digital security in the context 7 

of smart city management and to identify directions for further development in this area.  8 

The analysis was conducted under the assumption that the development of smart cities is based 9 

on the intensive use of digital technologies, the functioning of which depends on an adequate 10 

level of digital security. It was also assumed that cybersecurity is one of the key factors 11 

determining the efficiency, reliability, and sustainable development of smart cities,  12 

and that ensuring it requires a comprehensive approach encompassing technological, 13 

organizational, legal, and social aspects. The growing dependence on digital infrastructure 14 

generates new threats to urban security.  15 

Design/methodology/approach: The aim of this work was achieved through theoretical and 16 

practical analysis. The article identifies challenges and directions for development in the field 17 

of digital security in smart city management. The results presented in the paper demonstrate the 18 

threats present in Polish smart cities. 19 

Findings: The research results enabled the identification of key directions of technological 20 

development and the level of digital security in cities. Improving the quality of life of their 21 

residents depends on modern technological and IT solutions that support urban systems. 22 

Theoretical and research analysis identified challenges and directions of development in the 23 

field of digital security in smart cities. 24 

Research limitations/implications: The topic of this article is an important and timely research 25 

issue. The topic is particularly relevant given the increase in cyberattacks in Poland in recent 26 

years. Further research and expansion of its scope are recommended. The author plans to 27 

continue her research on this topic. 28 

Practical implications: This article presents options for implementing digital security 29 

measures that businesses and consumers consider important. The identified solutions can help 30 

determine the direction of business security development. 31 

Social implications: The presented research and development directions allow us to understand 32 

the importance of digital security in cities. This topic influences public awareness of security 33 

in smart cities. At the same time, city residents will learn about the benefits of implementing 34 

technological solutions that will improve their lives and functioning in cities. 35 

Originality/value: The added value of this article is the opportunity to explore digital security 36 

solutions within the smart city concept. The topic presented is timely and particularly relevant 37 

for city dwellers. 38 
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1. Introduction 3 

The growing urban, environmental, and socio - economic challenges faced by modern cities 4 

are driving the dynamic development of the smart city concept. This concept encompasses  5 

a wide range of strategies primarily aimed at improving the quality of life in the city through 6 

the integration of information and communication technologies (ICT), while also promoting 7 

citizen participation and effective governance (Smalec, 2025). The integration of advanced 8 

information and communication technologies, along with data analytics, enables more efficient 9 

management of urban infrastructure, improves the quality of life for residents, and optimizes 10 

the use of resources (Giuliodori et al., 2022; Alahi et al., 2023; DeJong, Joss, Taeihagh, 2024). 11 

At the same time, the growing reliance on digital infrastructure generates new threats in the 12 

area of security (Xia et al., 2024; Sha, Taeihagh, De Jong, 2024). There is a need to build the 13 

resilience of smart cities by focusing on local capabilities to prevent threats - natural, social, 14 

and technological (Gracias et al., 2023; Jonek-Kowalska, 2018). A key role in this process is 15 

played by the development of digital infrastructure and the implementation of sustainable 16 

development principles, which together form the foundation for more functional and crisis-17 

resilient cities (Ancillai et al., 2023). The increasing risk of threats resulting from civilizational 18 

development is one of the fundamental problems of modern cities (Chodyński, 2019). Digital 19 

security is becoming a key element of smart city management, determining the stability of urban 20 

systems and the protection of data. The complexity of the technological environment and its 21 

vulnerability to cyberattacks make it necessary to ensure user privacy. The aim of the article is 22 

to identify the main challenges related to digital security in the context of smart city 23 

management and to indicate directions for further development in this area. The following 24 

hypothesis was formulated in the article: effective smart city management requires the 25 

implementation of a comprehensive approach to cybersecurity and risk management.  26 

This hypothesis led to the formulation of the following research questions: 27 

 What should be the main focus of future efforts aimed at integrating cybersecurity with 28 

smart city management processes? 29 

 What are the most significant challenges related to digital security in the management 30 

of smart cities? 31 

 In what direction should further activities and research concerning smart city 32 

management and cybersecurity be developed? 33 

Managing smart cities requires a multi-faceted approach to risk management and 34 

cybersecurity. 35 
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2. Digital security of cities  1 

Cities, as population centers, are interconnected and interdependent socio-economic 2 

systems (Desroches, Taylor, 2018; Dominiak, Gawkowski, Wasielewski, 2022). In a smart city, 3 

the use of data, information, and information technologies provides residents with an efficient 4 

and effective system for delivering public, social, technical, and administrative services (Braun 5 

et al., 2018). Smart city management involves using digital technologies and data analytics to 6 

effectively manage urban infrastructure, resources, and services in order to improve residents’ 7 

quality of life (Ripoll González, Gale, 2023). Through the implementation of advanced 8 

technologies, the goal is to integrate and develop the distributed systems currently in use in 9 

cities (Shams et al., 2020). That is why digitalization is becoming the cornerstone of modern 10 

urban management. It enables cities to operate faster, more efficiently, more sustainably, and, 11 

above all, in a way that is better tailored to the needs of their residents. Technological solutions 12 

in cities cover various areas: from the digitization of public services, through sustainable 13 

transportation and energy efficiency, to civic engagement (Curtis, Mont, 2022). Technological 14 

changes necessitate the adoption of the highest cybersecurity standards, as this is the only way 15 

for a city to develop in a sustainable manner (Hussain et al., 2021). The key technologies 16 

supporting smart city management, such as Information and Communication Technologies 17 

(ICT) and the Internet of Things (IoT), are presented in Table 1. 18 

Table 1. 19 

Technologies supporting Smart Cities 20 

Type Application 

Information and 

Communication 

Technologies (ICT) 

They encompass techniques for processing, collecting, and transmitting 

information. They are essential in crisis management operations because they 

enable the representation of reality, the creation of knowledge resources, 

decision-making, and the coordination of initiatives. 

Geographic Information 

System (GIS) 

It is used to enter, collect, process, and visualize geographic data for the purpose 

of recording and visualizing changes in events, as well as analyzing statistical 

data and data on technical infrastructure. GIS is a key decision-making tool in 

urban development planning. 

Internet of Things (IoT) It enables every participant in a given process to communicate by exchanging 

data and information. These systems respond autonomously to events as they 

occur and initiate processes and actions without direct human intervention.  

It creates an urban sensing system that informs authorities about the current state 

of the city. 

Internet of Services (IoS) It uses data aggregation and integrates multiple services to support decision-

making and communication. Online services streamline residents’ interactions 

with government agencies. 

Large Datasets (Big Data) They are characterized not only by a large amount of information, but also by the 

diversity and speed of its processing. This refers to the rapid growth in the scale 

of data generated by technologies (including IoT), which require advanced 

analytical techniques. 

Source: Own elaboration based on Sienkiewicz-Małyjurek, 2020; Drăgoicea et al., 2018; Bernardini  21 
et al., 2017; Martin et al., 2019; Jing Ran, Nedovic-Budic, 2016; Alahi et al., 2023. 22 
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In a smart city, technology is central to both infrastructure and decision-making.  1 

Rapid development is made possible by millions of sensors that collect data on various aspects 2 

of the city’s operations, automated administrative procedures, strategic planning, and 3 

management based on advanced analytics (Korenik, 2017; Al-Turjman, Zahmatkesh, Shahroze 4 

2022). 5 

Today, there is a need to build a security system for smart cities by focusing on the ability 6 

to prevent threats, including natural, social, and technological ones (Gracias et al., 2023; Jonek-7 

Kowalska, 2018). Resilience to threats in urban crisis management has three dimensions 8 

(Arafah, Winarso, Suroso, 2018): 9 

 technical (e.g. resilience of critical infrastructure), 10 

 organizational (e.g. resilience of public administration systems), 11 

 social (resilience of citizens). 12 

The lack of appropriate forms of digital security for increasingly advanced technological 13 

investments may hinder urban development and discourage people from investing in smart city 14 

solutions. Therefore, cybersecurity in a smart city is a key element linking social expectations 15 

with rapid development (Houichi, Jaidi, Bouhoula, 2024). Threats occurring in cities can be 16 

divided into two types, which are presented in Table 2. 17 

Table 2. 18 

Classification of selected threats in Smart City technology 19 

Internal area External area 

transfer or sale of digital data to unauthorized persons or institutions hacking attacks 

sabotage break-ins 

lack of adequate control over information processing processes false information 

technical errors hardware integrity breaches 

Source: Own elaboration based on Kitchin, Dodge, 2019, p. 47. 20 

Table 2 classifies two types of threats associated with smart city technologies. Among the 21 

internal threats, the most significant risk identified by respondents is the sharing or sale of 22 

digital data to unauthorized individuals or institutions. Among the external threats, respondents 23 

identified cyberattacks carried out by hackers as the most significant concern. Ongoing 24 

urbanization is leading to an increase in the number of people living in urban areas, which are 25 

potentially more vulnerable to cyberattacks. Consequently, smart city management cannot be 26 

considered solely in terms of efficiency and innovation but must include a comprehensive 27 

approach to digital security. The implementation of smart city solutions involves the collection 28 

and processing of vast amounts of data, often of a sensitive nature (Habib, Alsamadi, Prybutok, 29 

2020; Ryalat, ElMoaqet, AlFaouri, 2023). In cities, the resources and systems most exposed to 30 

cyberattacks include, among others: energy networks, intelligent transport systems, monitoring 31 

and public safety systems, building management systems, and digital service platforms 32 

(Hassine et al., 2025). Traffic management, energy, public transport, and security systems are 33 

increasingly dependent on ICT networks, which makes them vulnerable to cyberattacks, system 34 

failures, and privacy breaches (Bansal, Mukherjee, Gairola, 2017). The digitalization of urban 35 



Smart City Management and Cybersecurity… 397 

space generates new risks, particularly in the area of digital security, which is becoming one of 1 

the key aspects of the functioning of smart cities. The spread of cyberattacks is also driven by 2 

the emergence of new types of threats resulting from the development of innovative 3 

technologies and their increasing accessibility, such as AI models. 4 

3. Cybersecurity analysis in Poland in the years 2020-2025 5 

Digital security in Poland is a very important element of the functioning of the state. 6 

Technological and information development requires the implementation of appropriate 7 

security procedures concerning the protection of data, IT systems, and user privacy. Therefore, 8 

in 2018, the National Cybersecurity System was established in Poland. Within this system,  9 

three national - level CSIRT teams operate at the operational level (www.gov.pl): 10 

1) CSIRT GOV – the Computer Security Incident Response Team operated by the Head 11 

of the Internal Security Agency. 12 

2) CSIRT MON – the Computer Security Incident Response Team operated by the 13 

Minister of National Defence. 14 

3) CSIRT NASK – the Computer Security Incident Response Team operated by the 15 

Research and Academic Computer Network – National Research Institute. 16 

In recent years, an increase in the activity of groups engaged in illegal activities in the digital 17 

world has been observed. The number of incidents recorded by CSIRTs has also increased 18 

(Figure 1). 19 

 20 

Figure 1. Statistics on cybersecurity incidents in Poland in the years 2020-2025. 21 

Source: Data from the Annual Reports for the years 2020-2025 on the activities of CERT Polska. 22 
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The analysis of the number of cybersecurity incidents in Poland in the years 2020-2025 1 

indicates a clear and dynamic upward trend. The data comes from the annual reports of CERT 2 

Polska teams and summaries of the national ICT security incident response system (national-3 

level CSIRTs). 4 

During the analyzed period, the number of cybersecurity incidents in Poland increased 5 

significantly. This trend results not only from the growing number of actual threats, but also 6 

from increasing public awareness, the development of monitoring systems, and the 7 

improvement of incident reporting procedures. This indicates the growing importance of 8 

cybersecurity as a key element of the functioning of the state and the digital economy.  9 

Based on the data, the dynamics with the year-on-year growth rate were calculated. 10 

 
(1) 

where: 11 

D – dynamics (percentage change), 12 

Wt – value in the current year, 13 

Wt-1 – value in the previous year.  14 

 15 

The year-on-year dynamics are presented in Table 3. 16 

Table 3.  17 

Year-on-year dynamics (in %) 18 

Years Values 

2021/2020 +182,95% 

2022/2021 +34,60% 

2023/2022 +128,77% 

2024/2023 +23,00% 

2025/2024 +133,55% 

Source: Own elaboration based on data from Annual Reports for the years 2020-2025 on the activities 19 
of CERT Polska. 20 

During the analyzed period, a strong upward trend in the number of incidents is visible, 21 

characterized by irregular growth rates and sudden spikes. In 2021, there was a very sharp 22 

increase of 183%, which may indicate a sudden rise in the number of threats or an improvement 23 

in incident detection capabilities. In 2022, growth continued, but at a much slower pace, which 24 

may suggest a temporary stabilization of the situation. Another very large increase (129%) 25 

occurred in 2023, which may reflect an intensification of cyber threats or changes in reporting 26 

methods. The year 2024 showed a relatively small increase, which may indicate a period of 27 

temporary slowdown in the growth dynamics. However, in 2025, the number of incidents again 28 

increased significantly by 133%. The number of incidents is growing very dynamically,  29 

and the alternating periods of moderate growth and sudden spikes are particularly alarming. 30 

This may indicate that cyber threats are becoming increasingly serious and more difficult to 31 

control, highlighting the need to strengthen cybersecurity systems. 32 
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In research conducted by the Author in 2025, the issue of security in selected Polish cities 1 

was also examined. The author’s own research was carried out in selected cities characterized 2 

by a medium and high level of advancement in the implementation of smart city initiatives.  3 

MS Excel software was used to process both primary and secondary data, applying basic 4 

descriptive statistics methods. The results were also presented graphically in the form of charts 5 

based on respondents’ answers from the analyzed cities. The research was conducted from 6 

January to June 2025 using the survey method. Data collection was carried out online with the 7 

use of the Computer Assisted Web Interview (CAWI) technique. In total, 560 correctly 8 

completed questionnaires were obtained. The study involved residents of selected cities: 9 

Warsaw (85 respondents), Gdansk (79 respondents), Wroclaw (84 respondents), Poznan  10 

(80 respondents), Cracow (78 respondents), Lodz (82 respondents), and Rzeszow  11 

(72 respondents). The respondents were city residents representing various age groups, 12 

including both women and men, diversified in terms of education level and social status.  13 

The respondents assessed the level of security based on such elements as: the effectiveness of 14 

urban monitoring systems, the protection of digital infrastructure, citizen involvement,  15 

and the actions and responses of the relevant services. The following responses were obtained 16 

(Figure 2). 17 

  18 

Figure 2. Structure of respondents’ responses by city of residence. 19 

Source: Own elaboration based on the survey, n = 560. 20 

The level of safety in the surveyed cities was assessed by respondents as high at 21 

approximately 70%, which represents a positive aspect of Smart City functioning. The indicated 22 

responses are the subjective opinions of residents of selected cities, but they indicate that 23 

appropriate standards are being maintained and that the city demonstrates care for safety in the 24 

process of implementing innovative technological solutions.  25 
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Raising the level of a city’s technological and information development is achieved through 1 

the implementation of modern digital technologies, data analysis and processing systems, and 2 

intelligent management tools that improve the city’s functioning and enhance the quality of life 3 

of its residents (Table 4). 4 

Table 4. 5 

Percentage distribution of respondents indicating a high level of responses 6 

City Level of implementation of Smart City 

systems 

Level of technological and information 

development in the city 

Warsaw 76% 80% 

Gdansk 77% 82% 

Wroclaw 76% 70% 

Poznan 74% 49% 

Cracow 77% 53% 

Lodz 74% 54% 

Rzeszow 79% 57% 

Source: Own elaboration based on the survey, n = 560. 7 

Based on the presented data, it can be concluded that a high level of both the use of smart 8 

city systems and technological and information development is perceived by respondents across 9 

all analyzed cities. The highest values in terms of the use of smart city systems were recorded 10 

in Rzeszow (79%), as well as in Gdansk and Cracow (77% each). The remaining cities also 11 

show values above 70%, indicating a relatively uniform level of implementation of modern 12 

technological solutions in the surveyed cities. In the case of the level of technological and 13 

information development, the highest values were recorded in Gdansk (82%) and Warsaw 14 

(80%), which indicates a particularly advanced level of digitalization in these cities. Wroclaw 15 

achieved 70%, while Rzeszow 57%, Lodz 54%, Cracow 53%, and the lowest result was 16 

recorded in Poznan at 49%. This indicates a clearer differentiation between cities in this area 17 

compared to the mere use of smart systems.  18 

The comparison of results indicates that city residents positively assess the implementation 19 

of modern technologies in urban space as well as the level of digital security. Smart systems 20 

and technological and information development are perceived as factors that improve the 21 

functioning of the city and contribute to enhancing the quality of life of its residents.  22 

4. Challenges and directions for development 23 

Modern cities should be resident-friendly and responsive to their changing needs.  24 

City authorities face significant challenges when seeking to advance technological progress and 25 

implement innovative solutions that support urban policies and strategies while remaining 26 

beneficial to residents. Digitalization requires a strategic approach rather than merely 27 

introducing isolated technologies. It is important to appropriately select available solutions 28 

based on existing needs and the resources of the city.  29 
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The challenges faced by city authorities are numerous, primarily including a low level of 1 

digital maturity in cities, budget constraints, and the need to invest in complex security 2 

infrastructure. It is also necessary to mention the insufficient number of specialists in this field, 3 

as well as the lack of digital competencies and awareness among residents. Cities also 4 

experience difficulties in implementing coherent security standards and face risks associated 5 

with the rapid pace of technological development. The implementation of new technologies 6 

requires the integration of multiple urban systems. Investments in digital technologies must be 7 

properly secured against system vulnerability to cyberattacks. A very important aspect of 8 

digitalization concerns legal challenges related to data protection and privacy. Cities must strive 9 

to enhance the competencies of public officials and increase citizens’ awareness of digital 10 

security. 11 

Due to digitalization across all areas of socio-economic functioning, an increase in cyber 12 

threats is expected in the future. Possible risks include attacks by foreign states on critical 13 

infrastructure, distribution of malicious software to companies and citizens, and an increase in 14 

the use of social engineering in fraud schemes targeting individuals. There may also be a rise 15 

in campaigns in which criminals use artificial intelligence to generate fake voices and 16 

likenesses. 17 

The directions for the development of cities in terms of building resilient and secure urban 18 

systems should take into account technological, organizational, and legal aspects.  19 

In this context, the need to create integrated security strategies becomes particularly important, 20 

as they form the foundation of sustainable and responsible smart city development. Another 21 

key development direction is the control and certification of IoT devices, as well as the use of 22 

artificial intelligence to detect threats. No changes will be sustainable if residents and city 23 

officials are not properly trained and educated about modern forms of cyber threats. 24 

Cybersecurity is becoming an essential element of smart city operations, as without adequate 25 

resources, the losses resulting from potential breaches may be significantly greater than the 26 

benefits of developing a smart city. 27 

5. Summary 28 

In summary, the presented theoretical and practical analyses concerning smart city 29 

management and digital security demonstrate that these two areas are closely interconnected. 30 

The development of smart cities is associated with the growing importance of protecting digital 31 

infrastructure and data. The high level of integration and complexity of technological systems, 32 

as well as their significance for the functioning of key urban services, means that digital security 33 

is no longer merely an operational support function, but has become a strategic element of 34 

management. This encourages the author to conduct further research on the presented topic in 35 
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the future. The results of the study enabled the positive verification of the research hypothesis, 1 

confirming the validity of the adopted assumptions in light of the collected empirical data and 2 

the findings of the analysis. The objective of the article has been achieved through the 3 

conducted analyses, which identified the challenges faced by contemporary society regarding 4 

digital security. Furthermore, directions for the development of smart city management were 5 

indicated in the technological dimension, taking into account cybersecurity aspects. One of the 6 

main conclusions is the necessity of implementing a holistic approach to security, covering 7 

technological, organizational, and legal aspects. The development of cybersecurity 8 

competencies among both specialists and users of urban systems is also of key importance. 9 

Digital education, awareness campaigns, and building citizens’ awareness are crucial elements 10 

in reducing risk and increasing resilience to threats in the digital world. In the context of further 11 

development, it is necessary to strengthen cross - sector cooperation, including public - private 12 

partnerships, as well as to develop standards and legal regulations adapted to the specific nature 13 

of smart cities. It is recommended to conduct research on the use of modern technologies,  14 

such as artificial intelligence, to enhance the ability to detect and counter threats. Ensuring 15 

digital security is a necessary condition for the sustainable and effective development of smart 16 

cities, and its proper consideration in management processes determines the durability and 17 

reliability of modern urban functioning. Future efforts should focus on the further integration 18 

of cybersecurity issues into the strategic management processes of smart cities. Particular 19 

importance should be placed on the development of real-time threat monitoring systems that, 20 

through advanced data analytics, support solutions based on artificial intelligence. In the future, 21 

it will also be essential to enhance the interoperability of urban systems while maintaining high 22 

standards of data protection and residents’ privacy. Another important direction is 23 

strengthening cities’ resilience to cyber incidents through regular security testing, crisis 24 

response exercises, and the establishment of municipal security operations centers. Further 25 

research should examine the impact of emerging technologies, such as the Internet of Things 26 

(IoT), 5G/6G networks, cloud technologies, and Digital Twins, on the level of security and the 27 

effectiveness of smart city management. The implementation of these measures may contribute 28 

to increasing the resilience of urban infrastructure, improving the quality of public services,  29 

and enhancing public trust in digital solutions deployed within urban environments. Future 30 

initiatives should therefore concentrate on the close integration of cybersecurity with smart city 31 

management processes through the implementation of comprehensive data protection 32 

strategies, the development of digital competencies, and the creation of resilient and secure ICT 33 

systems. The key challenges remain the growing number of cyber threats, the increasing 34 

complexity of smart city infrastructure, and the need to maintain a balance between innovation, 35 

residents’ privacy protection, and the continuity of public services. 36 
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