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Purpose: The aim of this study was to develop and validate a model to support machine safety 9 

management by integrating an extended Balanced Scorecard (BSC) concept with solutions 10 

characteristic of Industry 4.0. A key aspect was the structuring of key factors influencing safety, 11 

their translation into key performance indicators (KPIs), and the demonstration of their 12 

interrelationships in terms of cause and effect. 13 

Design/methodology/approach: The systemic approach employed was based on an expanded 14 

BSC model that incorporated an additional perspective: Industry 4.0. The research methodology 15 

included: the construction of a strategic model, the identification and operationalization of 16 

KPIs, a qualitative analysis of interdependencies using an impact matrix, a cause-and-effect 17 

analysis, and the development of a strategic map. The presented approach is hybrid in nature, 18 

combining elements of qualitative analysis and systems modeling. 19 

Findings: An integrated BSC model for machine safety has been developed, identifying KPIs 20 

and their impact on the achievement of strategic objectives across the various perspectives.  21 

It has been demonstrated that the Industry 4.0 perspective acts as a catalyst, enhancing the 22 

effectiveness of initiatives in the areas of technical processes, employee safety and financial 23 

efficiency. The impact matrix and strategic map revealed strong correlations between 24 

competencies, the reliability of technical systems and economic performance 25 

Research limitations/implications: A limitation of this study is the qualitative nature of the 26 

assessment of the relationships between KPIs and their relevance to the specific characteristics 27 

of a particular company, which limits the ability to directly generalize the results.  28 

Future research will focus on the quantitative validation of the model, its application across 29 

various industrial sectors, and an analysis of its impact on the long-term effectiveness of safety 30 

management. 31 

Practical implications: When applied in industrial settings, the developed model can support 32 

decisions regarding maintenance, investments in digitalization, and improvements in workplace 33 

safety. 34 

Originality/value: The key benefit lies in integrating the BSC model with the Industry 4.0 35 

perspective in the context of machine safety, utilising performance indicators and digital 36 

technologies. 37 
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1. Introduction  4 

Modern industrial enterprises operate in an environment of growing competition, 5 

characterised by rapid technological change and pressure to improve operational efficiency 6 

whilst ensuring a high level of workplace safety (Muller et al., 2021; Pietrewicz, 2019).  7 

The growth and development of automation, robotisation and the digitalisation of production 8 

processes have contributed to a significant increase in the complexity of technical systems, 9 

which, on the one hand, allows for higher productivity, whilst on the other generates new types 10 

of risks relating to the operation of machinery and equipment (Ingaldi, Ulewicz, 2019; Pacana, 11 

Czerwińska, 2023a). This state of affairs means that safety management ceases to be purely 12 

operational in nature and begins to function as an integral part of strategic enterprise 13 

management. This requires the use of tools enabling a comprehensive assessment and 14 

continuous improvement of safety systems, as well as taking into account regulatory and 15 

normative requirements regarding occupational safety and the operation of technical equipment 16 

(Ulewicz, Lazar, 2019; Ferrigno et al., 2023). 17 

The complexity and dynamic nature of the contemporary operating environment for 18 

manufacturing companies necessitates the implementation of tools that enable the conduct of 19 

multidimensional assessments of a company’s performance (Gajdzik, Wolniak, 2022; Pacana, 20 

Czerwińdska, 2019). Among these tools, the Balanced Scorecard (BSC) concept deserves 21 

particular attention (Krylov, 2025). The classic BSC takes into account four fundamental 22 

perspectives: financial, customer, internal processes, and learning and development. Together, 23 

these perspectives form a coherent framework that enables the translation of business strategy 24 

into specific operational actions (Wolniak, Grebski, 2023a; Armijos et al., 2025). An important 25 

feature of this tool’s concept is the inclusion of both financial and non-financial indicators, 26 

which enables a more comprehensive assessment of the company’s performance. The BSC aids 27 

in identifying cause-and-effect relationships between the distinct perspectives, highlighting the 28 

mechanism of value creation and the links between investments in intangible resources and the 29 

results achieved (Alanazi, 2025; Quesado et al., 2025).  30 

The effectiveness of implementing and applying the BSC depends to a large extent on the 31 

appropriate selection of measurement tools, particularly key performance indicators (KPIs). 32 

These indicators are a fundamental element of strategy operationalisation. They enable the 33 

monitoring of the degree to which objectives are being met, the detection of deviations,  34 

and the implementation of corrective actions (Martynenko et al., 2020; Pacana, Czerwińska, 35 

2023b). In the context of machine safety management, it is crucial to consider both outcome 36 
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KPIs, reflecting the consequences of adverse events (e.g. number of accidents, downtime costs), 1 

and leading KPIs, enabling the identification of potential hazards before they occur  2 

(e.g. near-miss incidents, the competence level of operators) (Czerwińska et al., 2025).  3 

It is also important to include indicators that allow for the assessment of compliance with safety 4 

requirements, the reliability of technical systems, and the effectiveness of preventive measures 5 

(Hu et al., 2020). The implementation of such an approach supports the transition from  6 

a reactive to a proactive safety management model, which is based on monitoring, preventing 7 

the occurrence of hazardous events, and the continuous improvement of processes 8 

(Kasprzyczak et al., 2025). 9 

At the same time, the rapid development of the Industry 4.0 concept—which encompasses 10 

technologies such as big data analytics, the Internet of Things (IoT), artificial intelligence (AI) 11 

and cyber-physical systems—is having a significant impact on changes in the way industrial 12 

enterprises operate (Hrosul et al., 2023; Czerwińska, Pacana, 2019). The integration of 13 

production systems with digital solutions enables the ongoing monitoring of machine condition, 14 

real-time data analysis, and the prediction of potential failures and risks, which facilitates the 15 

implementation of predictive maintenance concepts and intelligent decision-support systems 16 

for safety assurance (Wolniak, Grebski 2023b; Veile et al., 2022). More broadly, the concept 17 

of Industry 4.0 is driving a shift away from traditional production models towards autonomous, 18 

intelligent and interconnected manufacturing systems, within which digital twins play a key 19 

role, enabling process simulation and the detection of risks at the virtual stage (Grabowska  20 

et al., 2019; Cruzara et al., 2023; Ni, Li, 2024). Advances in data analytics and machine learning 21 

algorithms enable adaptive process control and, in turn, their continuous optimisation.  22 

The transition towards Industry 4.0 also has an organisational dimension, which encompasses 23 

a shift in the approach to knowledge management, the development of staff competencies,  24 

and the fostering of a safety culture (Yaqub, Alsabban, 2023; Nakhal et al., 2021). 25 

Consequently, the growing importance of data and its quality necessitates the integration of 26 

information systems and the establishment of coherent management structures. This contributes 27 

to increased operational efficiency and the reliability of technical systems (Ji et al., 2024; 28 

Marcon et al., 2022). 29 

In response to the latest trends in the development of industrial enterprises, resulting from 30 

the implementation of Industry 4.0 principles, it is appropriate to extend the classic  31 

BSC concept to include an additional perspective relating to this paradigm. Furthermore,  32 

this perspective acts as a cross-cutting factor, integrating information and technology aspects 33 

with the company’s other operational areas. This approach contributes to a more comprehensive 34 

reflection of the conditions of modern industrial activity and enhances the company’s ability to 35 

adapt efficiently in the face of dynamic market changes. An expanded BSC incorporating the 36 

Industry 4.0 perspective allows data from digital systems to be linked to strategic objectives 37 

and performance indicators. 38 
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Taking into account the circumstances outlined above, the aim of this study was to develop 1 

and validate a model to support the safety management of machinery and equipment, based on 2 

the integration of an extended Balanced Scorecard concept with solutions specific to the 3 

Industry 4.0 framework. A key element of the adopted approach was the identification and 4 

systematisation of the determinants of safety levels in the production environment, followed by 5 

their operationalisation in the form of a set of appropriate key performance indicators, enabling 6 

a quantitative assessment of the achievement of strategic objectives. A key aspect of the 7 

analysis was also the mapping of relationships between individual factors and the model’s 8 

perspectives in the form of cause-and-effect links. The adopted approach contributes to a better 9 

understanding of the mechanisms and levers shaping the level of machine safety. The developed 10 

model supports the construction of a coherent and adaptive safety management system in  11 

an industrial enterprise. 12 

2. Method 13 

The development of a machine safety management model based on the extended Balanced 14 

Scorecard approach, incorporating Industry 4.0 concepts, requires the formulation of  15 

a structured research methodology. The adopted approach is based on a sequential progression 16 

from defining the model’s structure, through the parameterisation of its elements, to the analysis 17 

of the cause-and-effect relationships that occur between the perspectives of the extended BSC. 18 

This approach ensures consistency between the adopted strategic objectives, KPIs and the 19 

mechanisms of their mutual interaction. The research methodology adopted has been divided 20 

into six stages. 21 

Stage 1. Development of an extended Balanced Scorecard model – development of the 22 

analytical structure of the machine safety assurance model based on the BSC concept. 23 

Definition of the four classic BSC perspectives and introduction of an additional Industry 4.0 24 

perspective. This additional perspective acts as a cross-cutting factor supporting the digital 25 

transformation of the machine safety management system. At the same time, strategic 26 

objectives related to ensuring and improving machine safety are defined for each of the 27 

perspectives. The result is a coherent model structure that forms the basis for its further 28 

operationalisation, as well as for the selection of appropriate KPIs. 29 

Step 2. Identification and operationalization of KPIs – selection of appropriate KPIs based 30 

on a previously defined BSC structure. This includes both outcome indicators (e.g., failure 31 

costs, number of accidents, MTBF, MTTR) and leading indicators (e.g., near-misses, 32 

competency level, degree of digitization) to enable a comprehensive assessment of machine 33 

safety. Defining KPIs with regard to units of measurement and their significance in evaluating 34 

the achievement of established goals. Additionally, defining how Industry 4.0 technologies will 35 
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be applied in data collection and analysis, which helps ensure the consistency of the 1 

measurement system and enables more effective monitoring. 2 

Step 3. Development of a KPI impact matrix for the objectives of the extended BSC 3 

perspectives—conducting a qualitative analysis of the relationships between the selected KPIs 4 

and the objectives in the individual perspectives of the balanced scorecard. Application of  5 

a three-point rating scale to determine the strength of each KPI’s impact on the achievement of 6 

strategic objectives. As a result, it is possible to identify direct and indirect relationships,  7 

as well as to identify the dominant areas of KPI influence, especially in the context of ensuring 8 

the safety and reliability of technical systems. 9 

Stage 4. Analysis of cause-and-effect relationships—interpretation of the impact matrix 10 

from a systemic perspective, defining the relationships between KPIs and BSC perspectives. 11 

Based on this, cause-and-effect chains are identified, illustrating the relationships between 12 

individual perspectives—starting with employee competencies, through the stability of 13 

technical processes, to financial outcomes. Particular attention was paid to the role of the 14 

Industry 4.0 perspective as a catalytic factor that enhances the diagnostic, decision-making,  15 

and predictive capabilities of the safety management system. 16 

Step 5. Development of the BSC strategic map – development of a strategic map illustrating 17 

the cascading relationships between the distinct perspectives of the expanded BSC. The map 18 

illustrates the logic of value creation across the perspectives: from learning and development to 19 

financial results. In the adopted approach, the Industry 4.0 perspective constitutes a horizontal 20 

layer that influences the other areas of the system. 21 

Stage 6. Synthesis and interpretation of the model – integration of the results of all previous 22 

analyses and their interpretation in the context of machine safety management.  23 

The procedure developed within the model enabled the systematic and coherent 24 

development of an extended BSc model in the area of machine safety, taking into account the 25 

concept of Industry 4.0. The adopted procedure, encompassing model construction,  26 

KPI operationalization, matrix analysis, and the identification of cause-and-effect relationships, 27 

enabled the transition from a conceptual approach to an analytical and decision-making model. 28 

As a result, a model was developed that enables a multifaceted assessment of machine safety, 29 

integrating organizational, technical, human, and digital perspectives. 30 

3. Results and discussion 31 

The research was conducted in close collaboration with an industrial company located in 32 

southeastern Poland and operating in the foundry industry. The company specializes in the 33 

production of metal products using partially robotized and automated production lines.  34 

The company is characterized by a high degree of complexity in its production processes,  35 
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a significant proportion of high-risk operations, and intensive use of its machinery, making the 1 

area of machine and equipment safety one of the key elements of operational management. 2 

Adopting the presented research context allowed the work to be focused on issues closely 3 

related to the management and improvement of machine and equipment safety, including 4 

hazard identification, reducing failure rates, and improving operators’ working conditions.  5 

This enabled the model structure (including the extended version of the BSC, the impact matrix, 6 

and the correlated strategic map) and the proposed set of KPIs to be tailored to the specific 7 

characteristics and objectives of the company under study. The adopted approach contributed 8 

to maintaining the model’s practical applicability and ensured its alignment with industrial 9 

realities. 10 

As part of the implementation of an expanded BSC model in the area of machine and 11 

equipment safety, KPIs were developed and assigned to the model’s individual perspectives. 12 

Both standard BSC perspectives and an additional perspective related to the concept of Industry 13 

4.0 were included, reflecting trends in industrial enterprises—the growing importance of 14 

digitalization, cyber-physical systems, and data analysis in safety management. The selection 15 

of KPIs was carried out in the context of a comprehensive assessment of the safety level of 16 

machines and equipment, covering technical, economic, organizational, and competency 17 

aspects, as well as the organization’s ability to respond proactively and predictively to threats. 18 

Table 1 presents the company’s objectives adopted for each perspective, the corresponding 19 

KPIs, the rationale for their selection, as well as proposals for the use of Industry 4.0 tools in 20 

the context of safety monitoring and improvement. 21 

Table 1. 22 
A summary of key performance indicators in the extended Balanced Scorecard model for 23 

machine safety, taking Industry 4.0 into account 24 

BSC 

perspective 

Objective of 

the framework 

(machine 

safety) 

KPI 
Justification for 

KPI selection 

Applications of 

Industry 4.0 

F
in

an
ce

 

Minimizing 

costs associated 

with accidents 

and machine 

breakdowns 

- Cost of unplanned downtime 

[EUR/year]. 

- Cost of workplace accidents 

[EUR/year]. 

- Prevention effectiveness (cost of 

preventive measures vs. cost of 

breakdowns) [%]. 

KPIs demonstrate 

the economic 

impact of safety 

deficiencies and 

the effectiveness 

of preventive 

measures 

Integration  

with ERP  

and CMMS 

systems;  

real-time cost 

data analysis 

C
u

st
o

m
er

 

(i
n

te
rn

al
) 

Ensuring  

a safe working 

environment  

for operators 

- Number of incidents 

[incidents/100 employees]. 

- Near-miss rate [incidents/year]. 

- Safety perception level [%]. 

They reflect the 

actual level of 

safety and safety 

culture 

Incident 

reporting 

systems  

(mobile apps), 

behavioral data 

analysis 

 25 

  26 
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Cont. table 1. 1 

In
te

rn
al

 p
ro

ce
ss

es
 

Improving 

machine 

reliability  

and operational 

safety 

- MTBF (mean time between 

failures) [hours]. 

- MTTR (mean time to repair) 

[hours]. 

- Number of unplanned outages 

[events/year]. 

- Percentage of machines 

compliant with safety 

requirements [%]. 

KPIs directly 

relate to technical 

condition and the 

risk of failure 

Predictive 

maintenance, 

IoT, machine 

condition 

monitoring 

L
ea

rn
in

g
 a

n
d

 

d
ev

el
o

p
m

en
t 

Developing 

employee skills 

in safe machine 

operation 

- Number of health and safety 

training sessions per employee 

[trainings/year]. 

- Operators' competency  

level [%]. 

- Number of safety improvement 

suggestions submitted 

[suggestions/year]. 

Employee 

competencies are 

key to preventing 

accidents 

E-learning 

platforms, 

VR/AR for 

training, 

competency 

analysis 

In
d

u
st

ry
 4

.0
 

Digital safety 

management 

and hazard 

prediction 

- Percentage of machines covered 

by IoT monitoring [%]. 

- Number of predictively detected 

failures [events/year]. 

- System response time  

to a threat [s]. 

- Level of security system 

integration [%]. 

KPIs measure the 

level of 

digitalization and 

the ability to 

proactively 

manage safety 

IoT, Big Data, 

AI/ML, digital 

twins, cyber-

physical 

systems 

Source: own study. 2 

The summary presented in Table 1 shows the structure of an industrial enterprise’s 3 

objectives and the associated indicators within the framework of an extended BSC model 4 

focused on the management of machine and equipment safety. 5 

The financial perspective (Table 1) focuses on identifying the economic consequences of 6 

the level of machine safety and the effectiveness of preventive measures taken. The KPIs 7 

included in this perspective enable an assessment of the relationship between expenditures 8 

incurred for the prevention of failures and accidents and the costs resulting from their 9 

occurrence. This approach supports the rationalization of investment decisions in the area of 10 

technical safety and indicates that preventive measures can be a significant factor that both 11 

reduces financial losses and improves the stability of the company’s operations. 12 

The internal customer perspective (Table 1) directly concerns employees as machine users 13 

and beneficiaries of a safe work environment. The assigned KPIs enable the assessment of the 14 

actual safety level and reflect operators’ perceptions, which is crucial for building safety. 15 

Including the near-miss incident rate will help identify hidden hazards and take preventive 16 

measures before situations with more serious consequences occur. 17 

The internal processes perspective (Table 1) refers to the technical and operational aspects 18 

of machine operation that directly determine safety levels. KPIs related to equipment reliability 19 

and uptime allow for the identification of areas requiring improvement and enable the 20 

assessment of the effectiveness of maintenance activities. This approach emphasizes the 21 

importance of systematically monitoring the technical condition of machines and implementing 22 

solutions that minimize the risk of failures and unplanned downtime. 23 
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The learning and development perspective (Table 1) highlights the role of a company’s 1 

human capital in ensuring the safe operation of machinery. Indicators regarding competency 2 

levels, training activity, and employee engagement in improvement initiatives underscore the 3 

importance of continuously enhancing knowledge, qualifications, and building awareness of 4 

hazards. The development of staff competencies forms the basis for the effective use of modern 5 

technologies supporting risk management and is a prerequisite for the effective implementation 6 

of safety procedures. 7 

The additional BSC perspective related to the Industry 4.0 concept (Table 1) reflects a shift 8 

in the approach to machine safety management, moving from reactive to proactive and 9 

predictive measures. The KPIs assigned to this perspective enable the assessment of the level 10 

of process digitization and support the evaluation of an enterprise’s ability to utilize real-time 11 

(or near-real-time) data for the detection and mitigation of risks. The process of integrating 12 

modern technologies—including monitoring systems, data analytics, and AI-based solutions—13 

facilitates the creation of advanced and effective safety management systems. 14 

As part of the analysis of the relationships between the developed KPIs and the strategic 15 

objectives of the individual perspectives of the developed BSC, the strength of their impact was 16 

assessed. This analysis allows for a transition from a static list of indicators to a relational 17 

framework, in which individual KPIs are viewed as components of a system of interrelated 18 

interactions. The adopted approach enables the identification of key levers of influence within 19 

the management of machine and equipment safety and also facilitates the identification of 20 

indicators that have the greatest impact on the achievement of the adopted objectives. 21 

The results of the analysis are presented in Table 2 in the form of an impact matrix, which 22 

illustrates the relationships between KPIs and the objectives of the extended BSC framework, 23 

taking into account the context of digital transformation resulting from the implementation of 24 

Industry 4.0 solutions. The analysis was conducted qualitatively, using an impact scale (“+++”, 25 

“++”, “+”) that reflects the relative strength of the impact of individual KPIs on the achievement 26 

of strategic objectives in the individual BSC perspectives. 27 

Table 2. 28 
Matrix of the impact of key performance indicators on goals within the framework of the 29 

sustainable scorecard perspective 30 

KPI \ Perspective (goal) Finance 
Customer 

(internal) 

Internal 

processes 

Learning and 

development 

Industry 

4.0 

Cost of unplanned downtime +++  ++   

Cost of workplace accidents +++ ++    

Cost of prevention vs. breakdowns ++  +   

Number of accidents ++ +++ ++   

Near-miss rate  ++ ++ +  

Safety perception  ++  ++  

MTBF ++  +++  + 

MTTR ++  +++  + 

Number of unplanned shutdowns +++  +++  + 

Percentage of machines compliant with 

requirements 
++ + ++  + 
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Cont. table 2. 1 
Number of health and safety training 

sessions 
 +  ++ + 

Operator competency level + ++ ++ +++ + 

Number of improvements  + + ++ + 

Percentage of machines with IoT +  ++  ++ 

Predictively detected failures ++  +++  +++ 

System response time ++ + ++  +++ 

System integration +  ++  ++ 

Rating: +++ – very strong impact, ++ – strong impact, + – moderate impact, blank field – no significant impact. 2 

Source: own study. 3 

The matrix developed (Table 1) is a tool designed to facilitate the analysis of the 4 

relationships between KPIs and strategic objectives. This map enables the identification of areas 5 

with the greatest impact on the achievement of BSC objectives and the determination of 6 

potential avenues for optimizing the machine and equipment safety measurement system within 7 

the enterprise. The distinct perspectives within the BSC do not function autonomously but are 8 

interrelated and form an interdependent system that determines the level of safety under 9 

examination. 10 

From a systemic perspective, changes within one perspective cause cascading effects in 11 

other areas. For example, improving employee competencies and intensifying training activities 12 

(activities within the learning and development perspective) helps reduce the number of 13 

operational errors, which directly translates into a reduction in the number of accidents and an 14 

increase in process stability (internal processes perspective) and, as a result, leads to a reduction 15 

in the costs of failures and accidents (financial perspective). Similarly, the implementation of 16 

Industry 4.0 solutions enhances diagnostic and predictive capabilities in technical systems, 17 

which simultaneously improves reliability, safety, and operational efficiency. 18 

In this context, the BSC model should be viewed as an interconnected structure in which 19 

the distinct perspectives are interrelated, and the interactions between them are nonlinear and 20 

dynamic. This approach provides a more realistic representation of the complexity of the 21 

technical safety system, within which human, organizational, technological, and economic 22 

factors are interdependent. 23 

The developed matrix (Table 2) aids in identifying the strength and direction of the impact 24 

of the identified indicators; however, it is static in nature and does not fully capture the cause-25 

and-effect relationships between the perspectives. For this reason, it was appropriate to create 26 

a strategic map (Figure 1), which organizes the existing relationships into a logical sequence of 27 

values. The map’s structure is hierarchical (from the learning and development perspective, 28 

through internal processes and the internal customer perspective, to the financial perspective), 29 

which illustrates the logic of value creation within the enterprise. The map also accounts for the 30 

role of Industry 4.0 solutions as an aspect that strengthens the entire system. 31 

  32 
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The arrows placed within the map (Figure 1) serve as a vehicle for analytical information, 1 

facilitating the interpretation of the model’s dynamics, and fulfill a dual interpretive function:  2 

 indicating the direction of influence (cause-and-effect relationships), reflecting the flow 3 

of values and effects between perspectives, 4 

 the symbols used (for example, “↑”, “↓”) concisely describe the nature of the changes 5 

(increase or decrease) and specify their consequences for subsequent BSC perspectives. 6 

 7 

Figure 1. A strategic map of cause-and-effect relationships in the extended Balanced Scorecard model 8 
for machine safety. 9 

Source: own study. 10 

The learning and development perspective (Figure 1) forms the basis of the model, within 11 

which the development of employee competencies, the intensification of occupational safety 12 

and health training activities, and efforts to report improvements contribute to increased risk 13 

awareness and a reduction in human errors. These relationships are illustrated by upward-14 

pointing arrows, indicating the transfer of effects to the internal processes perspective.  15 

From this perspective, increased operational competence results in improved technical 16 

reliability (increased MTBF, decreased MTTR), a reduction in the number of unplanned 17 

stoppages, and greater compliance of machinery and equipment with safety requirements. 18 
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Within the internal customer perspective (Figure 1), the result of stable and safe internal 1 

processes translates into a reduction in the number of accidents, an increase in the number of 2 

near-miss reports, and an improvement in the perception of safety among the company’s 3 

employees. The arrows between the internal processes perspective and the internal customer 4 

indicate the direct impact of the quality of technical process execution on working conditions 5 

and personnel safety levels. 6 

The financial perspective is positioned at the top level of the strategy map (Figure 1).  7 

This perspective aggregates the effects of previous actions. Arrows leading from lower 8 

perspectives indicate that improvements in machine safety and reliability contribute to  9 

a reduction in emergency downtime costs, a reduction in workplace accident costs, and a higher 10 

level of efficiency between prevention expenditures and failure costs. Consequently,  11 

the developed strategy map reflects the mechanism of the classic BSC (which includes four 12 

perspectives), according to which financial results are the outcome of operational and 13 

development activities. 14 

The Industry 4.0 perspective plays a key role in the developed model; it is depicted on the 15 

strategy map (Figure 1) as an element that has a horizontal impact on other areas and acts as  16 

a catalyst for change. With regard to the internal processes perspective, technologies such as 17 

IoT and data analytics enable the monitoring of machine condition and a predictive approach 18 

to maintenance. This approach translates into fewer breakdowns and increased reliability.  19 

In relation to the internal customer perspective, these technologies improve workplace safety 20 

by enabling rapid identification of and response to hazards, and they also support the 21 

development of a safety culture. In the learning and development perspective, Industry 4.0 22 

supports the process of enhancing employee competencies through the use of digital tools (such 23 

as e-learning or simulations). The use of these tools allows for better preparation for work in  24 

a high-tech environment. As a result, incorporating the Industry 4.0 perspective and 25 

implementing its characteristic technologies contributes to the simultaneous improvement of 26 

technical processes, increased employee safety, the development of digital competencies,  27 

and cost optimization. 28 

Overall, both the impact matrix (Table 2) and the strategy map (Figure 1) confirm that the 29 

safety of machinery and equipment is the result of the interaction of human, technical, 30 

organizational, and digital factors. The relationships between these factors are systemic, 31 

multidirectional, and involve feedback loops. 32 

  33 
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4. Summary 1 

The aim of this study was to develop and validate a model supporting machine safety 2 

management by integrating an extended Balanced Scorecard concept with tools and solutions 3 

characteristic of Industry 4.0. The integration of the classic BSC structure with the Industry 4.0 4 

perspective enabled the analysis to be expanded to include issues related to monitoring, real-5 

time data processing, and prediction, which served as a significant complement to machine 6 

safety assessment methods. 7 

As part of the study, a set of key performance indicators (KPIs) was developed that are 8 

relevant to each of the BSC perspectives. The impact of individual KPIs on the achievement of 9 

strategic objectives was also analyzed using a dependency matrix. Based on this, key cause-10 

and-effect relationships were identified, and the logic of interactions between the perspectives 11 

was defined, as reflected in the strategic map developed. The results obtained indicate the 12 

significant role of employee competencies and the stability of technical processes as 13 

determinants of machine safety levels, and also highlight the importance of Industry 4.0 14 

technologies as a factor enhancing the effectiveness of decision-making and preventive actions. 15 

The research findings can be applied in both the academic community and industrial 16 

practice, particularly in industrial enterprises with complex technological process structures. 17 

The developed model can support management and maintenance staff in making decisions 18 

regarding the safety and reliability of technical systems.  19 
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