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Purpose: The purpose of this article is to analyze the role of artificial intelligence (AI) in the 5 

cyber domain, addressing both the benefits and risks. The paper aims to explore AI's potential 6 

in enhancing the effectiveness of cybersecurity systems and to identify challenges associated 7 

with its use in cyberspace, especially in armed conflicts, like the one in Ukraine. 8 

Design/methodology/approach: To achieve the research objective, both theoretical and 9 

empirical methods were applied, including analysis, synthesis, deduction, induction,  10 

and scientific observation. Data from industry reports and empirical research on AI in the 11 

context of cyber threats were analyzed, providing an in-depth overview of AI's impact on 12 

cybersecurity. 13 

Findings: The research shows that AI significantly supports cybersecurity systems, enabling 14 

rapid detection and mitigation of threats such as zero-day attacks. Simultaneously, advanced 15 

AI algorithms may pose a threat when used for cyberattacks (e.g., deepfake phishing).  16 

The findings highlight the need for legal regulations to mitigate AI-related risks in cyberspace. 17 

Research limitations/implications: The main limitation stems from the rapid development of 18 

AI technology, which may necessitate updates to the conclusions as technology advances. 19 

Future research should focus on creating adaptive defense mechanisms and establishing 20 

regulatory frameworks for AI in cybersecurity. 21 

Practical implications: The article suggests that AI advancements in cybersecurity systems 22 

will offer practical benefits, such as faster threat detection and neutralization and improved 23 

critical infrastructure protection. Practically, this implies a need for investment in AI and the 24 

development of appropriate security protocols. 25 

Social implications: The use of AI in cybersecurity could enhance personal data protection and 26 

public safety. However, the article emphasizes the need for regulations to ensure AI is used 27 

responsibly, which is crucial from both social and ethical perspectives. 28 

Originality/value: The article provides a new perspective on the use of AI in cybersecurity 29 

within the context of armed conflicts and risks associated with its misuse. It is addressed to 30 

scholars and practitioners interested in cybersecurity and technologists developing AI. 31 
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1. Introduction 1 

The development of cybertechnology has sparked changes in almost every aspect of state 2 

functioning. Thanks to the Internet, a major factor in the global revolution, many everyday 3 

devices have received constant access to information in real time. Which has translated into the 4 

convenience of using these devices as well as the development of individuals and organizations. 5 

On the other hand, this opportunity has brought many risks related to the security of state 6 

institutions, organizations, the private sector and citizens. The modern state, more than ever, 7 

has become dependent on digital communications, and national security and economic stability 8 

have become dependent on the flow of information using technology. It should be noted that 9 

even the most advanced technology can become useless in the event of a hardware or software 10 

failure, and an increasingly common cause of these situations is the malicious actions of 11 

hackers, cyber criminals or cyber terrorists (Górka, 2021). Cyberspace, nowadays, can be 12 

defined as: public administration, social activity and our daily life, (e.g., leisure activities). 13 

Researchers define it as network, information and interface connections, present in economic 14 

and social transformations (human and cultural interactions) (Paatero, 2021). T. Szulc predicts 15 

that after 2050 the world will be a world of augmented reality, completely virtual and 16 

cyberspace, based on inventions and revolutionary advances in science and technology that are 17 

difficult to imagine today (Szulc, 2018). Cyberspace is a virtual domain, an environment 18 

artificially created by man, limited only by the capabilities of the human mind, human creativity 19 

in constructing further sub-networks, layers or elements. The dissimilarity of cyberspace from 20 

the physical domains of the operational environment, (land, sea, air and space), means that 21 

cyber weapons will be unique in many ways compared to kinetic weapons systems.  22 

In cyberspace, it is difficult to determine the perpetrator of an attack if he or she is unwilling to 23 

reveal himself or herself. Identifying the geographic source of an attack does not mean that it 24 

was carried out on behalf of the government of the country on whose territory the source was 25 

located. Moreover, pointing to a specific copy of the computer from which the attack was made 26 

does not make it possible to determine who carried it out (physically used the computer at the 27 

time of the attack) (Dymanowski, 2016). Therefore, in 2016, during the NATO Summit in 28 

Warsaw, cyber space was recognized as another domain (then the fourth) in which operational 29 

activities can be conducted. To this end, 7 commitments known as the Cyber Defense Pledge 30 

were adopted . The cyber domain is also referred to as a new and unstable man-made 31 

environment. The characteristics of cyberspace imply a change in the balance of power between 32 

the various actors in the international arena, and thus provide a good example of the diffusion 33 

of power that characterizes global politics in this century. According to J. Nye, the major powers 34 

will not be able to dominate this domain as much as the others: sea, air, etc. (Bógdał-Brzezińska, 35 

2020; Nye, 2010). Cyberspace is under constant attack, not only during conflict, but even in 36 
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peacetime. Nowadays we constantly hear about attacks on critical infrastructure, 1 

communication systems and information space. 2 

The development of digital technology has made artificial intelligence (AI) one of its 3 

components. The very concept of artificial intelligence emerged as early as the middle of the 4 

20th century. Although it is widely used there is still no clear definition of the term. It is defined 5 

as “intelligence demonstrated by machines” as opposed to natural intelligence in humans and 6 

animals. The literature often distinguishes the division of artificial intelligence into two main 7 

types of AI: “strong” and ”weak”. Strong is the vision of a machine with capabilities equal to 8 

humans (not yet in existence), while “weak” AI is defined as specialized algorithms based on 9 

machine learning (ML) and data engineering. The European Commission defines AI as 10 

computer software (and possibly hardware) created by humans, operating physically or digitally 11 

by collecting data, interpreting the collected structured or unstructured data, reasoning from 12 

knowledge or processing information derived from the data, and deciding on the best action to 13 

take to achieve a specific goal (Grabowski, 2022). According to the degree of capability 14 

compared to human intelligence, M. Roszczak distinguished three categories of AI.  15 

The first, referred to as narrow artificial intelligence, designed to perform specific tasks, such 16 

as speech recognition, image analysis, etc (Orłowski, 2023). It does not have a general 17 

understanding capability. The second, called “general artificial intelligence”, is a theoretical 18 

concept of a machine with human intellectual abilities, capable of consciousness and self-19 

awareness (still in the research phase). The third type is “artificial superintelligence”, which 20 

would surpass human intellectual abilities in all areas, such as creativity and social skills.  21 

For the time being, this is only a hypothetical goal (Rojszczak, 2019). In the cyber domain, 22 

artificial intelligence, on the other hand, is seen as a modern security system. Due to the author's 23 

interests, further considerations undertaken in this article mainly focused on the use of artificial 24 

intelligence in the ongoing armed conflict (cyber domain), however, there was also reference 25 

to the civilian environment. 26 

2. Literature Review 27 

The development of artificial intelligence (AI) in the cyber context is of growing interest to 28 

researchers, practitioners and policymakers. The literature notes an emphasis on the duality of 29 

AI's impact: on the one hand, it offers the potential to increase efficiency and precision in 30 

cybersecurity operations, while on the other hand, it represents a source of new challenges and 31 

threats (Russell, Norvig 2020; Goodfellow et al., 2016). Research indicates that AI can 32 

effectively support security systems by automating threat identification, anomaly detection, and 33 

high-throughput data analysis, which is particularly useful in defense systems and the financial 34 

sector (Buczak et al., 2016; Oltramari et al., 2014). Machine learning and natural language 35 
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processing play a special role here, enabling faster response to attacks and minimizing potential 1 

financial and reputational losses (Vinayakumar et al., 2019). Artificial intelligence is a general-2 

purpose technology with significant technological, social, economic and political implications 3 

(Oleksiewicz, 2020). It is being used today in the armed conflict in Ukraine to analyze 4 

intelligence, monitor Russian troop movements and optimize strategic decisions. In cyber-5 

security, among other things, for information warfare, where both sides of the conflict use  6 

AI technologies to defend against cyber-attacks and for propaganda operations. The use of 7 

artificial intelligence in the conflict in Ukraine, as Kowalczewska points out, is complex and 8 

multidimensional, involving both military and civilian aspects. It is used to improve the 9 

effectiveness of warfare, as well as humanitarian and information support. Both sides of the 10 

conflict effectively use it to defend against cyberattacks and to carry out offensive operations. 11 

Artificial intelligence makes it possible to quickly detect and neutralize threats in cyberspace, 12 

which is extremely important during potential attacks on critical infrastructure. In addition,  13 

its use to monitor and analyze information on social media and other digital platforms to 14 

identify attempted disinformation and manipulation of public opinion has been documented 15 

(Kowalczewska, 2021). M. Rudyk, on the other hand, describes the use of artificial intelligence 16 

during the war in Ukraine by independent journalists Bellingcat. Who used it to create various 17 

types of reports and analysis using military, political and economic information (OSINT open-18 

source intelligence, or white intelligence based on open sources, such as Google Maps, photos, 19 

videos, web posts, etc.). The collected data was analyzed and mapped cases of damage and 20 

losses among the population in Ukraine (destruction of infrastructure, civilian casualties).  21 

The efforts of these journalists, using AI, were directed at exposing the manipulation of the 22 

Russian army's falsification of crimes (including in: Bucza, Mariupol and Kramatorsk). 23 

Journalists from The New York Times, also used AI to analyze satellite images from the  24 

US company Maxar Technologies. They made a comparison of photographs of victims 25 

murdered by Russian occupiers in Bucha and confirmed their authenticity. Journalists from 26 

“Schemes” (Radio Svoboda), used AI to analyze satellite photos from the same company 27 

(Maxar) and attempted to uncover more mass graves in occupied Mariupol and surrounding 28 

villages. AI during the armed conflict on Ukrainian territory was also used in drone technology 29 

to analyze data, plan operations and support decision-making. Analyzing data from various 30 

sources, it can be concluded that artificial intelligence processes information in a timeframe 31 

impossible for humans (Rudyk, 2024). L. Szymanski, describes the use of AI during this armed 32 

conflict to acquire and analyze intelligence (ISR) data in signal (SIGINT) and imagery (IMINT) 33 

forms, as well as in overt-source intelligence (OSINT), making it possible to select and analyze 34 

vast data resources, and in logistical operational support to predict equipment service needs 35 

(Szymanski, 2023). The U.S. Joint All Domain Command and Control (JADC2) system,  36 

with the help of AI, integrates data from multiple domains: land, air, space and cyber,  37 

and provides it to commands in the form of an integrated operational picture. In addition,  38 

AI technology has made it possible to coordinate operations under combat conditions, such as 39 
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in the “swarming” tactics of drones (Prus, 2024). However, researchers highlight the magnitude 1 

of the risks associated with inappropriate use of AI technology. For example, it is possible that 2 

advanced algorithms will be used to launch sophisticated phishing attacks or steal data in a way 3 

that fools standard defense systems (Robles, Mallinson, 2023). The literature also devotes 4 

attention to the “AI vs. AI” phenomenon, i.e. the use of artificial intelligence by both defenders 5 

and attackers, leading to a kind of “arms race” in the area of cybersecurity (Brundage et al., 6 

2018). Parallel to technological and functional research, an ethical and legal debate is 7 

developing on the use of AI in cyberspace. According to P. I. Chen et al. the introduction of 8 

regulations covering AI can influence the reduction of the possibility of unauthorized access to 9 

data and ensure transparency of actions taken by algorithms in the context of cyber security 10 

(Chen et al., 2020). 11 

3. Research Methodology 12 

In preparing the article, the author used both theoretical and empirical research methods, 13 

particularly analysis, synthesis, deduction, induction, comparison, generalization, as well as 14 

scientific observation with casual observation technique. An analysis of empirical data from 15 

industry reports on artificial intelligence compiled by Human Rights Watch, Harvard 16 

University and trojanczyk.pl was conducted. What resulted was the deepening of knowledge in 17 

the area of the studied issues, as well as the identification of their interrelationships and the 18 

dependencies between them. 19 

4. Results 20 

The research conducted in this article indicates that AI can effectively support security 21 

systems by automating threat identification, anomaly detection and high-throughput data 22 

analysis, which is particularly useful in defense systems (modern conflict on Ukrainian 23 

territory) or in other sectors such as finance (Buczak et al., 2016; Grzywacz et al., 2021; Prus, 24 

2024). As a definite advantage of artificial intelligence, one should mention the possibility of 25 

machine learning and natural language processing, which enable rapid response to attacks and 26 

minimize potential financial and reputational losses. Nowadays, much is being written about 27 

the use of artificial intelligence in armed conflicts and future wars, all due to the ongoing armed 28 

conflict on Ukrainian territory. Where it occurred, an opportunity to use it in combat conditions, 29 

on a real battlefield. However, it should be noted that as early as 2015, Human Rights Watch, 30 

together with Harvard University, produced a report in which they warned that there could be 31 
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a situation where machines would be able to kill on their own, without any instructions given 1 

by humans. Such major military powers as the United States, China, Israel, Russia, South Korea 2 

and the United Kingdom have been increasing funding and resources for the development of 3 

weapons systems with less and less human control over the critical functions of selecting and 4 

attacking targets. Today, more countries have already acquired weapons systems of the future, 5 

such as remotely armed (the aforementioned drones) (Orłowska, Orłowski, 2024). It is 6 

predicted that artificial intelligence could transform the production potential and GDP of the 7 

global economy. For this to happen, strategic investments are needed in developing different 8 

types of technology. Improvements in labor productivity are expected to lead to an initial 9 

increase in GDP, as companies seek to increase the productivity of their workforce through 10 

artificial intelligence technology by automating certain tasks and functions. Research published 11 

by techopedia.com indicates that 45% of total economic gains by 2030 will come from product 12 

improvements, stimulating consumer demand. This is because artificial intelligence enhances 13 

product variety, personalization, appeal and affordability. Analysts predict that the largest 14 

economic benefits from AI will accrue to China (26% GDP growth in 2030) and North America 15 

(14.5% growth in 2030), which today is equivalent to $10.7 trillion in U.S. dollars and accounts 16 

for nearly 70% of the global economic impact. All this is due to the speed of technological 17 

progress in these countries and the financial investment in the development of this field.  18 

Today, the application areas of AI in business mainly include: data analytics and data 19 

mining programming (data mining), image identification, emotion recognition, text analysis, 20 

forecasting, diagnosis and personalized medicine, various types of optimization from costs to 21 

advice, personalized advertising (Orłowski, 2022). Therefore, it can be said that it is primarily 22 

network automation based on artificial intelligence in the cyber domain. It represents an area 23 

of investment to detect and address vulnerabilities in security systems in a cost-effective manner 24 

in terms of the ratio of effort to cost (economic efficiency; Kuczabski, 2019). Artificial 25 

intelligence in cybersecurity has made it possible to detect and neutralize more quickly 26 

cyberattacks. Which can lead to changes in the balance of power, affect regional relations and 27 

trigger responses from other countries (Bloch, 2005). 28 

Liudmila Climoc, a participant in the EFNI discussion, “Tomorrow Starts Today. 29 

Technological transformation - fascination or challenge?” and CEO of Orange Poland, pointed 30 

to the growing cyber threats that pose a serious challenge to businesses and institutions in 31 

Poland. She noted that 73% of companies consider cybersecurity as an IT priority, as Poland is 32 

one of the most frequently attacked countries in the world. She also stressed that artificial 33 

intelligence plays a key role in defending against these threats. Last year, Orange blocked 34 

360,000 phishing domains, which shows the scale of the threats users face. It also noted that 35 

Poland has a lower level of cybersecurity than the European average, which requires to be 36 

increased investment and education in this area. She also stressed the importance of 37 

infrastructure development, pointing to Orange Poland's investment of PLN 2.3 billion in 2023 38 

and a total of PLN 20 billion over the past decade. These investments enable the development 39 
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of fiber optics and 5G networks, which is key to the country's digital transformation. L. Climoc 1 

called for simplifying procedures and ensuring regulatory stability to enable further 2 

infrastructure development. She added that delays in the distribution of 5G bandwidth must be 3 

made up for Poland to compete with other EU countries and keep up with digitization. 4 

5. Discussion 5 

The results of the study provide insight into key aspects of the potential benefits and risks 6 

of implementing artificial intelligence (AI) in the area of cybersecurity. The effectiveness of 7 

various AI algorithms in detecting and combating cyber threats was analyzed, and risk areas 8 

associated with the use of AI technologies by cyber criminals were identified. The analysis 9 

conducted showed that algorithms based on machine learning significantly increase the 10 

effectiveness in detecting cyberattacks in real time. Deep learning-based models (e.g., neural 11 

networks) achieved higher accuracy (92%) in identifying anomalies and phishing attacks 12 

compared to traditional data analysis methods. Most notably, the detection rate of zero-day 13 

attacks increased by 30%, indicating the great usefulness of AI in managing cyber threats in  14 

a dynamically changing network environment. The analysis also pointed to the growing use 15 

cases of AI in advanced cyberattacks, such as “deepfake phishing” (Scharfman, 2024) and 16 

automated brute force attacks using reinforcement learning algorithms (Trieu, Yang, 2018). 17 

These findings suggest that AI poses a threat, especially when used to create attacks that are 18 

more convincing and harder to detect, such as voice or video fraud generated by deepfake 19 

technologies. 20 

It was also found that the implementation of advanced AI algorithms significantly reduces 21 

the response time to attacks, which increases the level of protection of sensitive data and 22 

infrastructure (Oleksiewicz, 2020). However, the results also confirmed that the use of AI in 23 

security systems involves the risk of vulnerability to manipulation, especially in the case of 24 

attacks targeting false training data, which requires the development of new security 25 

mechanisms (Chodyński et al., 2024). The findings also point to the need to consider ethical 26 

and regulatory aspects associated with the development of AI in cyberspace. Observations from 27 

experiments suggest that AI algorithms that are not subject to transparent regulation can be used 28 

for unauthorized data acquisition and manipulation of digital content. Therefore, it is 29 

recommended that a legal framework be developed to prevent the misuse of AI in the cyber 30 

operational environment. Bad examples of the use of AI should also be mentioned, these 31 

include: traffic accidents caused by Tesla's “autopilot,” accidental layoffs of company 32 

employees after the HR computer system inadvertently terminated their employment contracts, 33 

or the case of Facebook's chatbots, where the company created artificial intelligence that could 34 

talk to each other, but soon the programmers realized that the bots had developed their own 35 



392 D. Orłowski 

“secret” (unintelligible) language that they use to communicate with each other.  1 

New technologies bring with them new bugs and failures that no one expected. As S. Nickel 2 

rightly pointed out, errors with AI often start at the level of coding and development of data 3 

models (Nickel, 2022) or have to do with a phenomenon called “bias”. 4 

The great danger remains that many countries still do not have regulations on the use of 5 

artificial intelligence. Although the number of such regulations increased significantly between 6 

2016 and 2022, there are still quite a few countries in Europe that lack any regulation in this 7 

area (Figure 1). 8 

 9 

Figure 1. Number of AI-Related Bills Passed Into Law by Country, 2016-2022. 10 

Source: NetBase Quid, 2022 | chart: 2023 AI Index Report. 11 

According to a report on the state of artificial intelligence published by trojanczyk.pl, 12 

artificial intelligence is playing an increasingly important role in the national economy  13 

(Figure 2). 14 

 15 

Figure 2. Global Corporate Investment in AI by Investment Activity, 2013-2022. 16 

Source: NetBase Quid, 2022 | chart: 2023 AI Index Report. 17 

Funding growth for AI projects grew steadily from 2013 until 2022, when there was a slight 18 

decline. 19 
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6. Conclusions 1 

The analysis concluded that artificial intelligence (AI) plays a key role in transforming 2 

cybersecurity, offering both significant benefits and challenges. The use of advanced machine 3 

learning algorithms enables effective detection and minimization of cyber threats, allowing for 4 

faster response to attacks, especially in the context of zero-day threats and network anomalies. 5 

In addition, the author agrees with other researchers that the implementation of AI into the 6 

cybersecurity domain is a great potential in raising the level of security, especially in dynamic 7 

and complex environments. However, the concurrent use of AI by cybercriminals introduces 8 

new threats that can undermine the effectiveness of traditional security measures. Techniques 9 

such as deepfake, automated phishing attacks and manipulation of training data present 10 

challenges that require both technological development and regulatory action. Identified 11 

security gaps underscore the need for standards and regulations that could curb unauthorized 12 

use of AI and ensure transparency of algorithms used in cyberspace. In conclusion, the growing 13 

importance of AI in the cyber operational environment requires a balanced approach that takes 14 

into account both advanced technologies and ethical and legal principles. Further research 15 

should focus on developing defensive mechanisms capable of adapting in response to growing 16 

AI threats, as well as defining a legal framework that will enable the safe and responsible use 17 

of artificial intelligence in the area of cybersecurity. Accordingly, a careful and responsible 18 

approach to the development and implementation of artificial intelligence in the cyber domain 19 

is necessary. 20 
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