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1. Introduction 1 

The use of information technologies, particularly those intended for widespread public use, 2 

has become a common phenomenon and will undoubtedly continue to expand. However,  3 

as this trend progresses, the number of crimes committed with the use of such technologies,  4 

i.e., cybercrime, is also increasing. On the other hand, users of technology, particularly those 5 

utilizing public networks such as the Internet, expect that the services provided through these 6 

means will ensure their security. The provider's responsibility is to secure products and services 7 

provided using the network. Still, they will be helpless if users (customers) do not follow at 8 

least the basic security principles when using information technology. The Internet, website 9 

services, and mobile applications are highly vulnerable to cybercrime. In e-banking, this will 10 

include online banking services and bank applications installed on mobile devices. They are 11 

also the primary channels for customers to communicate with their banks. Therefore, the study 12 

aimed to examine the extent to which students, who are one of the social groups most open to 13 

adopting new technologies, understand the concept of security in the context of internet 14 

communication channels and mobile electronic banking. This study complements the author's 15 

long-standing analysis of the e-banking market and public perceptions of new technologies. 16 

The growing threat emerging from the digital space of the public Internet is clearly 17 

illustrated by recent statistics. According to Security Magazine, there are more than 2200 18 

attacks daily, equating to almost one cyberattack every 39 seconds. Each year, on average, about 19 

2220 cyberattacks are registered each day, equivalent to more than 800,000 attacks per year. 20 

According to Cobalt (Top Cybersecurity Statistics for 2024 | Cobalt, n.d.), nearly 95% of all 21 

digital breaches are caused by human error. Europe experienced 85% of all hacking attacks 22 

observed in 2023, followed by North America at 7% and the Middle East at 3% (Poireault, 23 

2023). Similar cybercrime statistics can be observed in Poland. In 2023, the number of 24 

companies that recorded at least one cybercrime incident increased by eight percentage points 25 

to 66%. The proportion of companies reporting 30 or more security incidents increased by  26 

6 percentage points - from 5% in 2019 to 11% in 2023. At the same time, the share of companies 27 

that reported no attacks at all declined by 14 percentage points, from 46% in 2019 to 32% in 28 

2023. According to 70% of the organizations surveyed in 2023, organized criminal groups are 29 

perceived as a significant source of threats (Kurek et al., 2024). Among the research data cited, 30 

particular attention should be given to those related to organizations operating within the 31 

financial sector in Poland. According to the latest Check Point Threat Intelligence data, Polish 32 

financial institutions find themselves in a particularly challenging situation. With an average of 33 

1728 attacks per week targeting a single organization, Poland significantly surpasses 34 

neighboring countries in terms of the scale of cyber threats: the Czech Republic, 1211; Austria, 35 

993 or Hungary, 780. What is also worrying is that the number even exceeds the global average 36 

of 1689 attacks (Ataki Hakerskie Na Banki…, n.d.). 37 
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The growing threat emerging from the digital space of the public Internet is clearly 1 

illustrated by recent statistics. According to Security Magazine, there are more than 2200 2 

attacks daily, equating to almost one cyberattack every 39 seconds. Each year, on average, about 3 

2220 cyberattacks are registered each day, equivalent to more than 800,000 attacks per year. 4 

According to Cobalt, (Top Cybersecurity Statistics for 2024 | Cobalt, n.d.) nearly 95% of all 5 

digital breaches are caused by human error. Europe experienced 85% of all hacking attacks 6 

observed in 2023, followed by North America at 7% and the Middle East at 3% (Poireault, 7 

2023). Similar cybercrime statistics can be observed in Poland. In 2023, the number of 8 

companies that recorded at least one cybercrime incident increased by eight percentage points 9 

to 66%. The proportion of companies reporting 30 or more security incidents increased by  10 

6 percentage points - from 5% in 2019 to 11% in 2023. At the same time, the share of companies 11 

that reported no attacks at all declined by 14 percentage points, from 46% in 2019 to 32% in 12 

2023. According to 70% of the organizations surveyed in 2023, organized criminal groups are 13 

perceived as a significant source of threats (Kurek et al., 2024). Among the research data cited, 14 

particular attention should be given to those related to organizations operating within the 15 

financial sector in Poland. According to the latest Check Point Threat Intelligence data, Polish 16 

financial institutions find themselves in a particularly challenging situation. With an average of 17 

1728 attacks per week targeting a single organization, Poland significantly surpasses 18 

neighboring countries in terms of the scale of cyber threats: the Czech Republic, 1211; Austria, 19 

993 or Hungary, 780. What is also worrying is that the number even exceeds the global average 20 

of 1689 attacks (Ataki Hakerskie Na Banki…, n.d.) The report prepared by KPMG, which 21 

referred to the CSIRT assessment of the Polish Financial Supervision Authority, indicated that 22 

one of the most important cyber frauds for financial market clients in 2023 are fake investment 23 

opportunities (Raport Roczny CSIRT KNF 2023, 2023). One of the main tools used by 24 

fraudsters in 2023 were fake websites and fraudulent ads posted on social media as well as 25 

emails and SMS messages; phishing using emails and SMS messages; fake bank websites; 26 

Stealer malware (Stealers are advanced forms of malware that aim to steal valuable data from 27 

infected devices) and telephone scams (Raport Roczny CSIRT KNF 2023, 2023). The data 28 

presented reveal a concerning picture of the growing threats faced by both organizations in the 29 

financial sector and their clients. For this reason, a study was undertaken to examine students’ 30 

awareness of cybersecurity in the context of using electronic banking services. 31 

To gain a proper understanding of the concept of security, it is important to refer to  32 

a definition of organizational security. The definition of Shockley-Zabalak, Ellis and Winograd 33 

states that trust is “The willingness of an organization, based on its culture and the way it 34 

communicates when operating and in its relationships with others, to be responsive and 35 

cooperative, assuming the belief that the individual, group or organization is competent, open, 36 

honest, interested and reliable, and that it identifies with common goals, norms and values” 37 

(Schwabe, 2023). This definition highlights several key elements, including the organization’s 38 

intent and actions aimed at cooperating with external entities (including clients) to achieve  39 
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a state of security for itself. Security within an organization directly contributes to the level of 1 

trust it earns from its clients. In today’s world, where public networks such as the Internet have 2 

become the primary channels of communication between organizations and their clients,  3 

it is important to address the issue of cybersecurity. It encompasses the protection of tools, 4 

systems, processes, concepts, methods and strategies to protect assets in cyberspace from 5 

unauthorized access and loss of information, leading to the preservation of the integrity, 6 

confidentiality and availability of resources (Taherdoost, 2022). The definition indicates 7 

achieving a state of security regarding an organization's ICT resources. Electronic banking is  8 

a special area of an organization's IT systems, including the organization itself and its 9 

customers. A secure electronic banking system can be defined as one in which the six attributes 10 

of confidentiality, integrity, authenticity, non-repudiation, availability and reliability have 11 

reached an acceptable level for the bank and its customers (Zalewska-Bochenko, Siemieniuk, 12 

2010; Korzeń, 2007). Achieving such a state requires not only strong commitment from the 13 

organization itself, namely, the bank, but also relies significantly on clients’ awareness of 14 

potential threats and their corresponding behaviors. In the case of large organizations such as 15 

banks, a kind of imbalance of knowledge about cyber threats enters the picture. It is evident 16 

that banks and their clients face different types of threats; however, it should be recognized that 17 

both parties share the responsibility for maintaining the security of the bank’s information 18 

systems, and, consequently, their own security as well. 19 

Effective cyber-security of electronic banking requires the integration of advanced technical 20 

defense mechanisms with tailored educational strategies for its users that take into account 21 

awareness gaps, cognitive biases and cultural factors. In the literature, the phenomenon of 22 

cybersecurity in the field of electronic banking is typically examined within several contexts, 23 

including strategic, technical, educational, risk factor analysis and regulatory perspectives. 24 

In the strategic context, special attention was paid to a comprehensive analysis of 25 

cybercrime incidents, assessing the financial impact of cyberattacks, evaluating the 26 

effectiveness of the existing cybersecurity framework and making strategic recommendations 27 

to strengthen cybersecurity measures.(Oyewole et al., 2024) Another important concept was 28 

recognizing the digital technologies being implemented in the banking industry and their impact 29 

on the growth of digital fraud, with a particular focus on online banking fraud.(Ahmad et al., 30 

2024) In the technical context, attention was paid to the security measures used. These include: 31 

authentication methods (multi-component authentication (Karim et al., 2024; Malinka et al., 32 

2022), biometrics). It was pointed out that the methods improve security, but require user 33 

acceptance and trust (Hajjisaaid, Ahmed, 2020). The aspect of utilizing artificial intelligence 34 

and machine learning has also been taken into consideration. It was pointed out that they support 35 

the detection of anomalies and improve the accuracy of predictive analytics. It was shown that 36 

their use improves the effectiveness of combating advanced attacks, such as: polymorphic 37 

malware or fraud (Deshmukh, 2024). In the area of mobile banking, there has been a noted 38 

increase in attacks targeting mobile platforms, highlighting the need for secure API interfaces, 39 
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the use of application sandboxing and user education on threats specific to mobile devices 1 

(Kangapi, Chindenga, 2022). In the educational context, studies have shown gaps in awareness 2 

of cybersecurity principles among vulnerable populations (A Study on Customer Awareness…, 3 

2025). In the context of the behavioral approach, it has been indicated that gamification and 4 

active learning are preferred over traditional methods of merely informing users about 5 

precautionary behaviors. The above mentioned approaches are characterized by higher 6 

effectiveness in the long-term formation of safe habits (Prevention Of Cyber Frauds…, n.d.). 7 

Studies have pointed to the importance of promoting a safety-conscious culture through 8 

institutional policies and education in the regulatory and risk factor context. These approaches 9 

play a crucial role in reducing user-induced security breaches. The literature on the subject also 10 

examined how new regulations (e.g., PSD2) strengthen the implementation of secure multi-11 

factor authentication practices (Malinka et al., 2022; A Regulatory Framework…, 2024). 12 

As previously noted, most literature sources on cybersecurity in electronic banking 13 

concentrate on areas such as strategy, technology, user education, risk assessment or regulatory 14 

frameworks. However, relatively few studies specifically explore users' perceptions of 15 

cybersecurity in the context of online and mobile banking. 16 

This article aimed to assess the level of students’ understanding of computer system 17 

security, their awareness of common cybersecurity threats and their prior experiences in this 18 

field. The research, based on survey data and subsequent analysis, focuses specifically on 19 

students’ perceptions of cybersecurity in electronic banking, with particular attention paid to 20 

two access channels: online and mobile banking. The analyses will help determine the extent 21 

of students’ knowledge regarding cybersecurity when using online and mobile banking 22 

services. 23 

In realizing the article's purpose, the following research questions were adopted:  24 

Which threats in using computer systems are recognized by their users? How do the respondents 25 

understand the issue of cybersecurity? How do the respondents perceive the security issue in 26 

their electronic (online and mobile) banking? How do respondents assess the banks' activities 27 

in raising respondents' knowledge of the risks of using electronic banking? 28 

The article is divided into five parts: introduction, literature review, research methodology, 29 

discussion of results and conclusions. The introduction provides an overview of the research 30 

topic and outlines the context for the study. The second section reviews the current state of 31 

research on individual users’ perceptions of computer security in electronic banking. It also 32 

highlights areas related to user perceptions of cybersecurity in electronic banking that have not 33 

yet been sufficiently explored. The following section includes a presentation of the research 34 

procedure adopted and the research sample characteristics. The fourth section presents the 35 

research results and compares them with findings from the existing literature on the subject. 36 

The article's final section presents the conclusions drawn from the analysis and discussion, 37 

outlines the study's limitations and suggests directions for future research. 38 
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This article is part of the author's ongoing, cyclical research on how consumers perceive 1 

changes in behavior related to e-banking phenomena (Chmielarz, Zborowski, 2024; Chmielarz 2 

et al., 2021). 3 

2. Perception of cybersecurity 4 

The issue of e-banking security is typically analyzed across several broad dimensions, 5 

including strategic, technical, educational, risk assessment and regulatory aspects. However, 6 

relatively few studies focus on how bank customers perceive security when conducting online 7 

and mobile banking transactions. 8 

From a strategic perspective, Oyewole et al. (Oyewole et al., 2024), based on their research, 9 

emphasized that the banking sector should adopt a holistic approach to cybersecurity, involving 10 

coordinated investments in technology, user education and inter-organizational collaboration. 11 

Further recommendations include the integration of Big Data analytics, artificial intelligence 12 

and continuous risk assessment to respond to diverse and emerging forms of cyber threats 13 

effectively. The authors pointed to the need for a more substantial commitment by banking 14 

institutions to strengthen cybersecurity to protect financial assets and maintain customer trust. 15 

Dawodu et al. (Cybersecurity Risk Assessment In Banking, 2023) emphasize the importance of 16 

continuous monitoring and incident response planning as part of banks' cybersecurity.  17 

The authors point out that these measures are essential for detecting and responding to cyber 18 

threats in a timely manner. In the technical context, Priyadarshini and Geetha (E-Banking, n.d.) 19 

discussed experimental models for improving online banking security, and Mohammed and 20 

Mohammed (Mohammed, Mohammed, 2024) proposed a Role-Based Access Control (RBAC) 21 

model for enhancing authentication security in online banking. These studies point to the 22 

growing role of technological innovation in securing financial transactions. The banking sector 23 

is increasingly becoming a target for cybercriminals using advanced techniques to breach 24 

security. Dawodu et al. (Cybersecurity Risk Assessment In Banking, 2023) emphasize the 25 

critical role of cybersecurity risk assessment in banking, pointing to the need for banks to 26 

identify, analyze and assess threats. This process is essential for implementing controls to 27 

mitigate risks and comply with regulations. The study underscores the importance of adopting 28 

quantitative and qualitative risk assessment approaches, including threat modeling and scenario 29 

analysis. Garba, Kaur and Ibrahim (Garba et al., 2023) studied the human factors influencing 30 

cybersecurity culture among online banking users in Nigeria. Their research underscores the 31 

importance of cybersecurity awareness, policy and education in promoting the right attitudes 32 

and behaviors to enhance cybersecurity. The study reveals a clear knowledge gap in 33 

cybersecurity and highlights the under-researched influence of social norms and interpersonal 34 

trust in shaping cybersecurity culture. In one of the publications covering institutional 35 

awareness and risk management, Tiwari et al. (A Survey of Cybersecurity Threats…, n.d.) 36 
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presented the results of the study in which they surveyed 750 financial professionals in India. 1 

The survey identified critical gaps in the effectiveness of protection measures against cyber 2 

threats. They also identified a need for greater emphasis on training programs. Dongol and 3 

Chatterjee (Dongol, Chatterjee, 2019) examined cybersecurity practices at Nepalese banking 4 

institutions, finding weaknesses in security implementation. Arora et al. (Arora et al., 2022) 5 

analyzed cybersecurity case studies in both developing and developed countries, categorizing 6 

security threats and methodologies. Ahmad et al. (Ahmad et al., 2024) analyzed the relationship 7 

between digital banking technologies and the rise of fraud threats such as phishing and denial-8 

of-service attacks. Cele and Kwenda (Cele, Kwenda, 2024) reviewed the literature using  9 

58 previous studies to identify cybersecurity threats hindering the adoption of digital banking 10 

worldwide. The authors highlighted that phishing, malware and identity theft are major 11 

obstacles to the spread of e-banking. Regulatory perspectives have a significant impact on 12 

shaping global cybersecurity practices. Gupta et al. (Gupta et al., 1 C.E.) analyzed the U.S. 13 

Federal Financial Institutions Examination Council (FFIEC) guidelines for electronic banking 14 

authentication. The researchers discussed their implications for the security policies of financial 15 

institutions. 16 

Within the context of this article, special attention is devoted to studies examining 17 

customers’ perspectives on cybersecurity in both online and mobile banking operations. 18 

Alghazo et al. (Alghazo et al., 2017) conducted an extensive survey of 1044 online banking 19 

users in Saudi Arabia, Pakistan and India. The survey revealed gaps between users' 20 

cybersecurity practices and institutional expectations. Similarly, Matlala (Behavioural 21 

Insights…, 2024) used structural equation modeling (SEM) to assess the behavioral 22 

determinants of cybersecurity intentions among 338 South African e-banking customers. Sanusi 23 

(Sanusi, 2015) surveyed 237 Nigerian banking users, reporting high awareness of basic security 24 

measures. The author of the study considered it essential to place greater emphasis on educating 25 

users about safe practices in the use of electronic banking services. The cited studies underscore 26 

the role of user awareness in maintaining a high level of cybersecurity, but it is essential to keep 27 

in mind their regional nature. Naturally, this does not diminish their significance within the 28 

broader scope of research on electronic banking security. 29 

The research presented in the subsequent sections of the article contributes to the broader 30 

international academic literature by offering insights into the level of awareness regarding 31 

security issues in the use of computer systems for electronic banking, as observed within  32 

a selected research group. The study adopted the following contexts: understanding of the issue 33 

of security of computer systems, awareness of the risks specific to cybercrime, learning about 34 

the participants' previous experience of cybercrime in the use of electronic banking and 35 

indications of expectations of initiatives on the part of banks in the area of cybersecurity.  36 

The research focused on analyzing the mentioned contexts in customer communication with 37 

banks in online and mobile banking channels. It is important to note that the study is regional 38 

and limited to the academic community. 39 
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3. Research methodology 1 

3.1. Characteristics research methodology and survey questionnaire 2 

In reference to the author's previous analyses and research (Zborowski, Chmielarz, 2023, 3 

2024) on the perception of new technologies, a research procedure was developed, which 4 

generally includes: literature research, creation of a research survey, use of the CAWI method, 5 

calculation and interpretation of the obtained results.  6 

The individual stages of the adopted research procedure are as follows: 7 

 conducting literature review and consulting with experts on the theory of computer 8 

systems security and awareness of the perception of this phenomenon in society,  9 

with a particular focus on students, 10 

 preparing the first version of the survey questionnaire, based on the above 11 

considerations, combined with the author’s own expertise and observations of the 12 

studied phenomenon, stemming from his extensive experience cooperating with  13 

IT teams,  14 

 verifying the clarity and relevance of the survey questions through a pilot study 15 

conducted on a randomly selected group of respondents, 16 

 developing the final version of the survey questionnaire and selecting student groups at 17 

random for the implementation of the study, 18 

 sharing the link to the survey questionnaire (using the CAWI method – Computer-19 

Assisted Web Interview) with the previously selected student groups, 20 

 collecting the survey questionnaires, presentation of their results, subsequent analysis 21 

and discussion of the data, 22 

 drawing conclusions and presenting potential directions for further research. 23 

The analysis of theoretical material, combined with consultations with experts in the studied 24 

field, enabled the formulation of requirements for a survey on the perception of computer 25 

system security, with a particular focus on electronic banking. It was assumed that the 26 

questionnaire, in addition to assessing participants’ perceptions of key concepts, should also 27 

serve as an informative tool, increasing respondents’ awareness of potential threats present 28 

online. This approach represents a specific response to the issues outlined in the introduction 29 

of the article. In addition, the survey draws respondents' attention to the key risks that may 30 

occur in using electronic banking in the area of cybercrime. The survey was aimed at students 31 

of management, who are expected to assume managerial roles upon graduation and will have  32 

a tangible impact on shaping the attitude of their organizations both in terms of the awareness 33 

of implementing security policies and also, among other things, communicating to clients that 34 

their security also depends on their own actions. 35 
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Taking the above requirements into account, the first version of the survey consisted of  1 

a series of sequential questions: frequency of Internet use; the type of e-banking preferred when 2 

communicating with the bank; understanding of the definition of cyber-security and its main 3 

components; awareness of the risks that occur when using a computer network; recognition of 4 

the most common types of attacks on the network and experience with them; awareness of the 5 

sources of threats on the Internet and the intentions of the authors of the attacks;  6 

the characteristics of application-level threats; the respondent’s personal experiences with 7 

cybercriminal activities; their assessment of personal sense of security in electronic banking; 8 

and educational initiatives undertaken both by banks and by institutions acting in the interest of 9 

the security of the banking sector and its clients. 10 

Appropriate revisions were made after consultations with students (a pilot group of twenty 11 

randomly selected individuals) regarding their understanding of the survey questions and the 12 

clarity of the provided answer options. The corrections to the survey form consisted of 13 

removing two questions and adding one assessing the respondent's level of trust in the bank's 14 

computer systems. The final version of the survey included 26 content questions and five 15 

questions related to respondents’ demographic characteristics. 16 

The survey was conducted from May to June 2023 among second-year students of the 17 

Finance Management and Accounting program at the Faculty of Management, University of 18 

Warsaw. The results were collected by the CAWI method using LimeSurvey software.  19 

The survey questionnaire was hosted on the Faculty of Management's servers. Upon completion 20 

of the study, the results were processed in MS Excel using pivot tables. Subsequently, relevant 21 

charts were prepared to illustrate the findings. 22 

3.2. Characteristics of the research sample 23 

The data were collected and categorized based on gender, age, level and field of education, 24 

place of residence as well as professional status and financial situation. The characteristics of 25 

the research sample are shown in Table 1. 26 

Table 1. 27 
Basic characteristics of the sample 28 

Characteristics Percentage share 

Gender 

woman 75.81% 

man 24.19% 

Age 

19-24 96.77% 

25-34 2.90% 

35-55 0.32% 

Education 

Bachelor’s degree 78.71% 

incomplete higher education 12.90% 

secondary 6.77% 

higher education 1.61% 
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Cont. table 1. 1 
Place of residence 

town of 21,0000-50,000 residents 4.84% 

city of 51,000-200,000 residents 4.84% 

town of up to 20,000 residents 10.00% 

city with over 200,000 residents 16.45% 

village 63.87% 

Field of study (present or completed) 

social sciences, including management, psychology, sociology, economics, pedagogy, 

administration, law 75.81% 

other 16.13% 

science, including mathematics, computer science, physics, chemistry 8.06% 

Financial situation 

very good (I can afford everything I need, and I can save some money) 20.00% 

good (I am not complaining, but it could be better) 51.61% 

satisfactory (I can still make ends meet) 2.58% 

I am a student, I am not financially independent 8.71% 

average (I have enough money to live frugally) 17.10% 

Professional status 

I am a student 43.87% 

I work on a casual basis (on a contract for work/contract) 31.29% 

I work on a full-time or part-time employment contract 17.10% 

other 7.10% 

I run my own business 0.65% 

Source: own work. 2 

An analysis of the data presented in Table 1 indicates that the research sample was 3 

characterized by a relatively high degree of diversity. However, it encompassed a total of over 4 

310 individuals who are among the most active participants in the labor market in terms of 5 

education and age (Batorski, 2015). 6 

In the survey sample analyzed (Table 2), the standard deviation values are highest for age 7 

at 54.96%, and lowest for work situation at 13.91%. 8 

Table 2.  9 
Statistical analysis of input data from the research sample 10 

Characteristics Percentage share 

Age 

Variance 30.20% 

Standard deviation 54.96% 

Education 

Variance 11.02% 

Standard deviation 33.19% 

Place of residence 

Variance 6.24% 

Standard deviation 24.98% 

Field of study (present or completed) 

Variance 13.69% 

Standard deviation 37.00% 

Financial situation 

Variance 3.60% 

Standard deviation 18.97% 

Professional status 

Variance 1.94% 

Standard deviation 13.91% 

Source: own work. 11 
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Analyzing the data in Table 2, the greatest variation occurred in terms of the age of the 1 

respondents, with a variance of 30.20% and a standard deviation of 54.96%. Despite the high 2 

values of both measures of dispersion in the data, the survey was conducted on a relatively 3 

homogeneous group of students from one department in the second year of study. The other 4 

measures can be considered low, highlighting the homogeneity of the group. 5 

4. Discussion 6 

The CAWI survey conducted among students of the Faculty of Management at the 7 

University of Warsaw consisted of the following sections: infrastructure of network activities, 8 

recognizing the issue of computer system security, cybersecurity threat awareness and 9 

experience in using electronic banking. 10 

The first section began with an assessment of the respondent’s level of familiarity with 11 

Internet technology, followed by an examination of how they use it in their interactions with 12 

banking services. This was assessed by examining the frequency of the respondent's use of the 13 

Internet and the types of commonly used devices they utilize for this purpose. The use of the 14 

Internet in contact with the bank was verified by examining which channels in the area of 15 

electronic banking the respondent uses to communicate, whether he considers himself an active 16 

user of electronic banking, and which of the devices used for this purpose he considers the most 17 

secure. 18 

Out of the available response options: I am connected to the Internet all the time, Several 19 

times a day, Once a day, Several times a week, Once a week, Several times a month, Once  20 

a month, Never, 84.84% said they are connected to the Internet all the time, and 15.16% said 21 

they access the Internet several times a day. Respondents most frequently accessed the Internet 22 

using: a smartphone and a PC (desktop or laptop), 58.39%. The second most frequently selected 23 

answer was Other combination of equipment (e.g., tablet and PC, desktop and smartphone) 24 

23.87%. The least commonly selected option was only a smartphone 17.74%. The results 25 

obtained may indicate that when browsing the Internet content, the respondents use multiple 26 

devices almost simultaneously. They do not limit themselves to only a specific device. 27 

The most frequently selected response regarding access to the respondent’s own resources 28 

held at their bank was: banking app on smartphone (69.03%), followed by a website on PC and 29 

banking app on smartphone (20.00%). The remaining answers were a combination of channels: 30 

an app and a website on a smartphone, a website on a PC or a smartphone, and a website on  31 

a smartphone, which were selected by less than 6%. Therefore, the variance and standard 32 

deviation had high values, respectively: 7.1% and 26.63%. Detailed responses are presented in 33 

Figure 1. 34 
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 1 

Figure 1. Percentage share of communication media used by respondents to access banking services. 2 

Source: own work. 3 

With regard to self-perception as active users of electronic banking (bank account), 4 

respondents most commonly indicated that they access e-banking services a few times a day 5 

(38.39%) and a few times a week (36.45%). Electronic banking is used once a month by 20.65% 6 

of respondents. The least frequently selected answer was Once a day and was selected in 0.65% 7 

of cases. For the responses to this question, the variance was 2.7%, and the standard deviation 8 

was 16.55%. Detailed responses are presented in Figure 2. 9 

 10 

Figure 2. Bank customers' activity as reported by respondents (in %). 11 

Source: own work. 12 

The final question in this section focused on assessing the respondents’ subjective 13 

perception of the security of specific devices used in interactions with the bank. Of the four 14 

possible answers, i.e. smartphone, PC, desktop computer, tablet, respondents identified the 15 

smartphone 42.26% as the safest for using electronic banking. The PC was perceived as 8.71 16 

percentage points less secure, with the desktop computer rated an additional 9.35 percentage 17 
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points lower in terms of security. An interesting observation is that none of the respondents 1 

indicated the tablet as a secure device, which may suggest that, since they primarily associate 2 

it with entertainment and simple tasks, they do not perceive it as safe. Calculations point to  3 

a variance of 0.82% and a standard deviation of 9.03%. 4 

Table 3. 5 
Overview of cybersecurity definitions 6 

No. Definitions (Labels) Share % 

1. Computer security includes measures and regulations that ensure the confidentiality, integrity 

and availability of information system assets (goods), including hardware, software, pre-built 

programs (firmware) and processed, stored and communicated information (Stallings, Brown, 

2019) 

30.97% 

2. Computer security, cybersecurity or information technology security (IT security) protects 

computer systems and networks from disclosure of information, theft or damage to hardware, 

software or electronic data, and disruption or improper performance of services 

(Informatycznej, 2021) 

50.97% 

3. Information systems security relates to the totality of measures designed to secure data stored 

in a computer so that it cannot be exploited by unauthorized persons or exposed to permanent 

loss (Wyrębek, 2012) 

9.35% 

4. An information system is secure if its users can rely on it and the installed software works 

according to its specifications (Garfinkel et al., 2003) 

1.61% 

5. I see no difference in the definitions. 7.10% 

Source: own work. 7 

The next section of the survey, Recognizing the Issue of Computer Systems Security, 8 

included a series of questions on aspects such as the definition of cybersecurity, understanding 9 

and relevance to the respondent of the components of this issue. The survey presented 10 

respondents with four popular definitions of the concept of computer security and added  11 

a response of I don't see a difference in the definitions. The definitions and the shares of 12 

responses are shown in Table 3. 13 

Respondents pointed to the second most accurate definition of cybersecurity, as shown in 14 

Table 3 (51% of cases). The second most frequently chosen characteristic of computer security 15 

was indicated by 30.97% of respondents. Other options, i.e., the third and fourth, are rated at  16 

a similarly low level, 9.35% and 1.61% respectively. The selection of the definitions used in 17 

the survey was purposeful. The first two definitions represent a broad approach, encompassing 18 

aspects such as devices, software, actions and legal considerations, whereas the third definition 19 

focuses more narrowly on actions aimed at preventing data loss. While still correct, the last 20 

definition appears to be the least precise. This response structure suggests that respondents are 21 

generally aware of issues related to computer system security, demonstrating an understanding 22 

of its various aspects. 23 

  24 
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Table 4. 1 
Components of cybersecurity and their definitions 2 

No. 
Cybersecurity 

characteristics 

Percentage 

share 
Definition of cybersecurity features 

Percentage 

share 

1. Data 

confidentiality 

31.72% Data confidentiality ensures that private or confidential 

information is not shared or disclosed to unauthorized 

persons. 

34.32% 

2. Data integrity 27.31% Data integrity (data integrity) ensures that information 

and programs are subject to change only in specific and 

authorized ways. 

22.72% 

3. Privacy 

(assurance) 

13.33% Privacy ensures that individuals exercise control or 

influence over which information concerning them may 

be collected and stored, and by whom and to whom that 

information may be disclosed. 

23.08% 

4. Responsibility 12.47% Accountability refers to a security objective that requires 

an individual's actions to be clearly and uniquely 

attributable to that individual. This is helpful in 

achieving: undeniability, containment, fault isolation, 

violation detection and prevention as well as in 

corrective actions and legal proceedings after the fact. 

1.89% 

5. Authenticity  

(in the sense of 

originality) 

7.20% Authenticity (originality). Certainty (conviction, 

confidence) as to the reliability of a transmission, 

message or their creator (origin). 

2.96% 

6. System integrity 6.45% System integrity ensures that the system performs the 

intended functions without interference (is fully 

operational), unaffected by intentional or unintentional 

unauthorized manipulation. 

8.76% 

7. Availability 1.52% Availability ensures that systems operate without delay 

and do not deny services to authorized users. 

6.27% 

  Variance 1.25% Variance 1.54% 

  

Standard 

deviation 11.20% Standard deviation 12.43% 

Source: own work based on (Stallings, Brown, 2019). 3 

From the listed areas, respondents were asked to select the three they most closely associate 4 

with computer security. The most frequently selected answer was Data Confidentiality, 5 

31.72%, while the least commonly selected answer was Availability, 1.51%. The detailed 6 

response values are presented in Table 4 in columns 2 and 3. 7 

Referring to the values in Table 4, columns 2 and 3, the responses Data Confidentiality and 8 

Data Integrity were selected with similar frequency - in about 30% of cases. The second most 9 

frequently selected pair was Privacy (13.33%) and Accountability (12.47%). The third pair was 10 

Authenticity (7.20%) and System Integrity (6.45%). From the data presented, it can be 11 

concluded that the issue of computer security is most often associated primarily with data 12 

security. The other elements do not yet exist so strongly in respondents' minds.  13 

When definitions were added to each concept, the order of relevance of cybersecurity features 14 

changed slightly (columns 4 and 5). Data Confidentiality remained the most important concept, 15 

with its significance increasing by approximately three percentage points, reaching a value of 16 

34.32%. The second position was already taken by Privacy (23.08%). It is worth noting that the 17 

definition of this term includes the word information, though it is used in a context more 18 

characteristic of the term data. This confirms the observation made earlier that cybersecurity is 19 
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associated with data protection. The third most frequently selected feature was Data integrity 1 

(22.72%) 2 

The third section of the survey, Cybersecurity Awareness, examined recognition of threats 3 

present in computer networks, awareness of types of attacks in cyberspace, active and passive 4 

threats and sources of both human and software threats. 5 

When surveyed on awareness of key threats, of the three main ones, i.e., random internal, 6 

random external and intentional threats, a large majority of respondents indicated the third 7 

option. Intentional threats, that is, those carried out deliberately and strategically, typically as 8 

part of industrial espionage, vandalism, terrorism, or acts of retaliation, etc., were selected in 9 

almost 85% of cases. This was followed by random internal threats (nearly 12%) and random 10 

external threats (only about 4%). The answers indicate that respondents perceive the concept 11 

of danger as having a conscious and premeditated character. 12 

In a question combining both the recognition of the types of attacks in cyberspace and their 13 

adverse effect in relation to the resulting use of electronic banking, one can notice three groups 14 

of answers. The first: malware and phishing were selected in 45.39% of cases, the second: 15 

cracking, sniffing and spoofing in 45.58%, and the third: cross-site scripting (XSS) and SQL 16 

Injection in 9.04% of cases. A detailed presentation of the significance of the various types of 17 

attacks is shown in Figure 3. It is worth mentioning that in the survey form, a definition of each 18 

term was presented next to it. 19 

 20 

Figure 3. Percentage of responses regarding the significance of different types of cyberattacks. 21 

Source: own work. 22 

The results presented in Figure 3 indicate that respondents identified the following as the 23 

most recognizable and dangerous types of attacks: malware (24.33%), no less dangerous was 24 
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practically at the same level around (13%) and Cross-site scripting (XSS) and SQL Injection 1 

(each less than 6%).  2 

One of the main categorizations of network threats is their division into passive and active. 3 

Passive threats include eavesdropping, network traffic analysis or revealing emissions. 4 

Respondents were asked whether they or their relatives had direct contact with such threats. 5 

The majority indicated that they have not encountered these types of problems (41.94%) or do 6 

not know if they have had contact with them (32.58%). Contact with this type of threat was 7 

mentioned by only 25.48% of respondents. In the case of active threats, understood as the 8 

conscious or unconscious actions of bank employees themselves, the majority of respondents 9 

(65.81%) indicated that they or their relatives had no contact with this threat. Meanwhile, 10 

25.16% of respondents indicated that they do not know, and fewer than 10% confirmed having 11 

encountered such threats. The responses may suggest that the respondents or their close contacts 12 

have not encountered passive or active threats. This could indicate either a sense of security or 13 

a limited awareness of potential threats. 14 

In understanding the concept of cybersecurity, awareness of the sources of threats is just as 15 

important as their classification. In the area of awareness of sources of threats to online and 16 

mobile banking, the distribution of variant responses is relatively even, with a variance of 17 

0.03% and a standard deviation of 1.70%. Of the eight sources of threats, respondents were 18 

asked to select five. The most frequently indicated responses were: information contained in 19 

banking documentation was previously maintained in paper form; however, with the 20 

advancement of computer systems, the vast majority of this information has been transferred to 21 

digital systems (15.23%), and data held in computer systems can be easily modified by at least 22 

two authorized persons: the owner of the data and the system administrator (15.03%). Detailed 23 

data on the responses is provided in Table 5. 24 

Table 5. 25 
Sources of threats to online and mobile banking  26 

Sources of threats to online and mobile banking Percentage 

of responses 

information contained in banking documentation was previously maintained in paper form; 

however, with the advancement of computer systems, the vast majority of this information has 

been transferred to digital systems, where, of course, they can be processed more easily, but are 

also more susceptible to loss or unauthorized copying (Olczak et al., 2015) 

15.23% 

data held in computer systems can be easily modified by at least two authorized persons: the data 

owner and the system administrator (Bandera, Grzywacz, 2016) 

15.03% 

due to the high costs and the risk associated with low awareness of the importance of data and 

computer system security, there is a potential risk that IT solutions may be inadequately 

protected, particularly among managerial staff (Krzysztoszek, 2017) 

14.26% 

there is also a frequent issue of relying on companies responsible for computer system security 

that lack proper certification 

13.68% 

every system, including IT systems, to a greater or lesser degree is always subject to errors, errors 

in the code, as well as the error of its use (FTBS 2023, 2023) 

12.06% 

the increasing availability of online content has also led to a greater volume and easier access to 

software that facilitates unauthorized access to organizational computer systems (Siemieniuk, 

Zalewska-Bochenko, 2017) 

11.61% 



Security Awareness Regarding Online… 677 

Cont. table 5. 1 
in the modern economy, the most valuable good has become data and information, the increase 

in demand for this good causes an increase in the number of actors willing to enter into 

possession of data by illegal means (Hajduk-Stelmachowicz, Iwan, 2018) 

11.03% 

any incidents involving unauthorized access to data within a specific institution pose a real threat 

to its public image. As a result, such institutions often choose not to disclose these occurrences, 

which in turn may further encourage cybercriminals to attempt gaining access to sensitive data 

and information (Mazurek, 2023) 

7.10% 

Variance 0.03% 

Standard deviation 1.70% 

Source: own work. 2 

Threats to computer system security do not stem solely from malicious software; they can 3 

also originate from human actions. In the area of human threats, two answers were indicated at 4 

virtually the same level, at about 43% each, as among three possible answers: the desire to make 5 

a profit and espionage, which involves stealing valuable information and passing it on to  6 

a competing bank. The response: the desire to gain publicity by revealing the fact of the 7 

intrusion, regardless of whether it was combined with, for example: data theft, changes in the 8 

bank's software or not, was selected significantly less frequently, at a rate of 13.55%.  9 

In the area of software-related threats that may have the most adverse effects when using online 10 

and mobile banking, where respondents were asked to indicate the three most significant ones, 11 

the most frequently selected response was: viruses (29.07%), followed by rats and Trojan horses 12 

(22%) each. The least frequently indicated were bacteria and denial of service attacks at about 13 

3% each. It is worth mentioning that the survey form provided respondents with definitions of 14 

each type of threat. The detailed distribution of responses is presented in Figure 4.  15 

 16 

Figure 4. Percentage of responses regarding the relevance of cyber threats. 17 

Source: own work. 18 

Analyzing the data presented in Figure 4, it is worth noting that the selected responses were 19 

related to various methods of accessing data. It can be concluded that in the area of electronic 20 

banking security (both mobile and online), data breaches are perceived by respondents as the 21 

greatest threat, while denial-of-service (DoS) attacks are considered relatively insignificant. 22 
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The fourth part of the survey, Experiences in the use of electronic banking, examined such 1 

aspects as personal experience with cybercrime in the use of electronic banking, perceptions of 2 

the security of banking services provided by the respondent's bank, educational activities in the 3 

area of computer security undertaken by both the respondent's financial institution and well-4 

known institutions working in the interest of banking sector security and customers.  5 

In the area of the respondent's own experience with the issue of cybercrime, as well as their 6 

understanding of the concept, the vast majority of respondents (72.26%) are certain that they 7 

have not encountered the problem. 17.74% indicated that they did not know if they had 8 

encountered it. Only 1.61% gave the answer that I don't quite understand the concept. Less than 9 

10% gave a positive answer. The structure of the responses indicates that respondents perceive 10 

the use of electronic banking as safe.  11 

Among those who have experienced cybercrime, the most common responses are: phishing 12 

attempts, theft of personal information, phishing attempts for login credentials, fake text 13 

messages, fake bank websites, fake BLIK payment authorization requests and phishing attempts 14 

for payment card details. 15 

In terms of overall trust in the security of the respondent's bank's computer systems, the vast 16 

majority rated it as good (61.61%), while only 20.65% rated it as very good. The remaining 17 

responses, i.e., I did not consider it, I have no opinion, average, and poor, accounted for a total 18 

of 17.75% of all responses. Detailed information on the responses provided is presented in 19 

Figure 5. 20 

 21 

Figure 5. Percentage of responses regarding trust in the security of the respondent's bank's computer 22 
systems. 23 

Source: own work. 24 
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In assessing the educational activities undertaken by the bank, respondents rated the banks' 1 

performance in this area as good (33.55%). The answer very good was selected by only 12.26% 2 

of respondents. The least frequently selected answer was bad (0.32%). Detailed information on 3 

the evaluation of the initiatives of firm institutions in educational activities is presented  4 

in Table 6. 5 

Table 6. 6 
Evaluation of banks' educational behavior regarding cybersecurity 7 

Response Percentage share 

Good 33.55% 

Average 20.97% 

Very good 12.26% 

I have encountered it once, but I don’t remember exactly 10.97% 

I haven’t noticed any 9.35% 

I haven’t considered it 6.77% 

I have no opinion 2.90% 

Poor 2.90% 

Bad 0.32% 

Variance 1.09% 

Standard deviation 10.46% 

Source: own work. 8 

Referring to the data presented in Table 6, it is worth noting that the responses: I have 9 

encountered it once, but I don't remember exactly, I haven’t noticed any, I haven’t considered 10 

it, account for as much as 27.09%. Such a high percentage of responses depicting respondents' 11 

uncertainty may suggest that respondents believe banks should engage more strongly in 12 

educational activities. These activities would likely raise understanding of the risks involved in 13 

using electronic banking. 14 

According to the respondents, institutions such as the Financial Supervision Commission, 15 

the Polish Bank Association and the Ministry of Finance should be interested in building 16 

awareness of electronic banking security. In the survey, respondents mostly rated the 17 

involvement of the aforementioned institutions as average (28.71%), while the second most 18 

frequently chosen answer was good (26.13%). The answer very good was selected by only 19 

4.19% of respondents. The remaining responses were negative, with a total of 40.64% of 20 

respondents indicating either a lack of knowledge about the subject or no interest in it.  21 

The response statistics presented may indicate that respondents expect these types of 22 

organizations to undertake a broader commitment to educational activities in the area of 23 

computer security.  24 

  25 
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5. Conclusions 1 

In summary, the results of this study reveal a picture of cybersecurity perception, in which 2 

respondents demonstrate great trust in electronic banking systems. In addition, they have not 3 

encountered significant threats in cyberspace, but are aware of them. This is evident in the 4 

educational needs reported by respondents addressed to institutions supervising the financial 5 

market in Poland.  6 

The detailed conclusions include: 7 

 in communication with banks, among all available channels, respondents most 8 

frequently chose banking applications installed on smartphones, 9 

 respondents used e-banking several times a day, which may indicate a high level of 10 

confidence in such solutions, 11 

 respondents are aware of issues related to computer system security and understand its 12 

various aspects; however, they primarily interpret it as protection against data 13 

disclosure, 14 

 the majority of respondents have not encountered, or do not know if they have 15 

encountered, passive threats, which may indicate the respondents' high confidence in 16 

using computer networks, 17 

 similar to the recognition of attack types, when it comes to the perceived significance 18 

of cyber threats, viruses were identified as the most recognizable, followed by Trojan 19 

horses and Remote Access Trojans (RATs), 20 

 the vast majority of respondents have not personally encountered cybercrime while 21 

using e-banking, confirming the high level of confidence in this type of solution, 22 

 in terms of confidence in the security of the respondent bank's computer systems,  23 

the majority of respondents regarded them as good and very good, indicating high 24 

confidence in the solutions provided by this type of financial institution, 25 

 in evaluating banks' educational efforts in the area of cybersecurity, respondents 26 

described them as good or average, which may indicate that they expect their financial 27 

institutions to take more proactive measures in this domain, 28 

 respondents indicated medium involvement of institutions such as the Polish Bank 29 

Association (Związek Banków Polskich) and the Financial Supervision Commission 30 

(Komisja Nadzoru Finansowego) in building awareness of cybersecurity. This indicates 31 

an expectation of stronger involvement of the mentioned institutions in educational 32 

activities in the area of digital security. 33 

The results of the survey indicate that respondents have a high awareness of cyber threats 34 

that can occur when using e-banking services. The research also showed that awareness of 35 

cybersecurity issues is known to respondents, but is perceived as insufficient. In addition, 36 
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respondents indicate the need for banks to increase educational activities related to their security 1 

in using online and mobile e-banking communication channels. 2 

The research conducted also had some limitations. The first was that the research sample 3 

was limited to the academic community. The second limitation was related to conducting the 4 

research only in one country. The third referred to conducting the analyses only from the point 5 

of view of bank customers who are users of electronic banking. The study did not include banks 6 

themselves as the second key entity, highly exposed to threats originating from computer 7 

networks. 8 

The analysis conducted fits into the research gap in the area of perception of computer 9 

security by individual users of electronic services provided by banks to the mass customer.  10 

The presented research can also be useful for practitioners operating in the financial sector to 11 

create ventures aimed at raising awareness of cybersecurity among their customers. 12 

Further research in this area should be expanded in three main directions. The first is to 13 

expand the research group to include other electronic banking users. The second would be to 14 

study the factors influencing the development of cybersecurity awareness with a particular 15 

focus on the solutions used by banks. The third direction should be an attempt to use 16 

international comparisons to examine whether, for example, cultural factors and the level of  17 

IT adoption in a given country affect cybersecurity awareness. 18 
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