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Purpose: Enterprises' use of digital technologies requires cybersecurity measures to protect
data, systems, and users from cyber threats. The article aims to present theoretical
considerations and empirical research results on cybersecurity management in small enterprises
using digital tools in their operations.

Design/methodology/approach: The research was based on two methods. The analysis and
literature criticism method allowed for exploring the topic's theoretical basis and developing
the methodological assumptions of the empirical study. It was conducted using a diagnostic
survey method with a structured interview technique.

Findings: The research analyzed small business cybersecurity challenges. The main problems
were found to be limited budgets and the occurrence of complex and dynamic cyberattacks.
It is necessary to improve employees' digital competence and cybersecurity awareness.
Research limitations/implications: The survey was a pilot study. It allowed for the verification
of the research assumptions and the research tool. The study revealed the relevance of the
discussed topic and the need for further in-depth analysis. It is necessary to clarify the survey
tool and repeat the survey on a larger sample.

Practical implications: The article examines the aspects of cybersecurity management in small
enterprises. It identifies key issues and demonstrates the need to implement practical solutions
to prevent cyberattacks.

Originality/value: The value of the article is the development of a research concept enabling
a holistic assessment of practices and challenges in the management of cybersecurity of small
enterprises in the context of the use of artificial intelligence.
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1. Introduction

With the rapidly changing business environment, small enterprises are confronted with
numerous challenges resulting from global social and economic changes and increasing
digitization. Turbulent times require not only the ability to adapt flexibly but also the ability to
anticipate and respond quickly to changing market conditions. The modern world is described
using the BANI (Brittle, Anxious, Non-linear, Incomprehensible) concept, created by J. Cascio
(2022). In these circumstances, traditional business models and business methods may prove to
be insufficient. Small enterprises, often struggling with limited resources, need to implement
modern technologies to increase their resilience to sudden changes and compete effectively in
the marketplace. Artificial intelligence (Al) is a supporting tool for these activities. It facilitates
rapid processing and analysis of large datasets, automates decision-making processes,
and predicts market trends (Mieszajkina, Ostapinska, 2024).

Al is a widely analyzed issue in scientific, journalistic, and political contexts. It involves
knowledge modeling, data processing, and algorithm and computational system development,
enabling the automatic acquisition, analysis, and use of information. Modern Al systems are
characterized by their ability to self-learn, predict patterns based on collected data, and interact
with the external environment through sensors and actuators. This process can be conducted
autonomously or with human involvement at various stages of the Al life cycle - from design,
implementation, and operation, to shutdown and disposal (Portal Sztucznej inteligencji, 2025a).

Understanding Al's capabilities is no longer exclusively the domain of modern technology
specialists. Nowadays, it is one of the most important subjects of public debate, as it
significantly influences socio-economic transformation processes (Digital Sustainability
Forum, 2019). Al has revolutionized the traditional approach to running a business, contributing
to the implementation of innovative solutions in various economic sectors. Enables modern
business model creation, supports optimization processes, increases operational efficiency, and
builds sustainable competitive advantage. It contributes to maximizing profits and dynamic
enterprise development.

The first attempt to define the term “artificial intelligence” was made in 1955 by American
computer scientist John McCarthy at the Dartmouth Conference, a research workshop dedicated
to developing machines capable of intelligent behavior. He described it as ,,the science and
engineering of making intelligent machines” (IAPP, 2023). Currently, the term, despite its
widespread usefulness, remains difficult to define clearly because the concept of “intelligence”
itself is not precisely defined.

Throughout the years, numerous Al definitions have appeared, reflecting different research
approaches. Early approaches focused on the ability of machines to perform functions
traditionally reserved for humans (Rich, Knight, 1990). According to R.J. Schalkoff (1990),

Al seeks to explain and emulate intelligent behavior through computational methods. Slightly
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later, R. Kurzweil (1999) expanded the definition, listing a wide range of systems in the Al area
(systems with knowledge base, expert systems, image recognition, machine learning, language
recognition, robotics). However, N.J. Nilsson (2014), one of the leading researchers in the field,
emphasizes that Al supports the structuring and design of intelligent machines that imitate
human intelligence.

In a practical interpretation of the SAS Analytics Platform (2025), Al is considered
a technology that allows machines to learn from experience, adapt their actions to new data,
and perform tasks typical of humans, such as inference, discovering hidden relationships in data
or solving complex problems. Similarly, the PWN Polish Language Dictionary (2025) defines
Al as “a branch of computer science that examines the rules governing human mental behavior
and creates programs or computer systems that simulate human thinking”.

Currently, there is no uniform Al definition in both national legislation and international
regulations. A systems approach dominates the literature. This model has been adopted by the
OECD, among others, and is reflected in Poland's Al policy. It is interpreted as a system based
on the machine concept, which can influence the environment by making recommendations,
forecasts, or decisions regarding set goals. It operates on inputs, both machine and human, to:
1) understand real or virtual environments; 2) transform this information into models (manually
or automatically); 3) use these models to formulate various outcome options (Portal sztuczne;j
inteligencji, 2025a).

Summarizing these and other Al definitions, it can be concluded that they have evolved
from general concepts of automating human activities and functions to more precise approaches
involving specific technologies and methods. Despite the differences, the common thread is the
perception of Al as systems capable of imitating human cognitive processes to varying degrees
of sophistication. As T. Zalewski (2020) indicates, it is more beneficial to emphasize Al's
practical applications in various aspects of our lives rather than focusing on precise definitions.

Are small enterprise executives aware of the challenges of operating in an environment of
widespread digitization? Do owners and managers see the potential of Al as a tool to increase
innovation and growth opportunities for their businesses? Are they aware of the risks involved
and are they taking action related to cybersecurity? To answer these questions, a pilot study
was conducted to analyze and assess cybersecurity management practices, challenges, and gaps
in small enterprises. The originality of the presented considerations lies in the application of
a holistic approach to cybersecurity integrating social, organizational and technical-
technological dimensions. The need for continuous development of digital competences of

employees of small enterprises was also emphasized.
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2. Using Al in small business

Al is playing an increasingly important role in enterprises' operations, radically
transforming the way they operate, make decisions, and interact with stakeholders. Its impact
on business goals is noticeable in large and small economic organizations. Using advanced
machine learning algorithms allows products and services to be adjusted to individual consumer
expectations. Personalization increases their satisfaction and engagement, which is especially
important in a small business (Krystian, Zaskorski, 2023). E. Bielinska-Dusza (2022) indicates
such benefits associated with Al use as process automation and advanced data analysis. Routine
task automation allows employees to focus on strategic activities. Processing and analysis of
large data sets gives the opportunity to better understand market trends, and customer
preferences and optimize marketing activities. Forecasting future trends and changes,
predicting sales, and supporting business planning processes are also important Al applications.
This allows entrepreneurs to manage resources more efficiently, undertake thoughtful
marketing and investment activities, and optimize employment. With Al development,
enterprises are gaining access to increasingly sophisticated analytical tools to better understand
the mechanisms shaping demand and predict consumer response to the products and services
on offer. These include, among others (Wodecki, 2018, 2021):

e product recommendation systems used by online platforms,

e automating customer service with chatbots and virtual assistants,

e monitoring social media for feedback on products and services offered,

e personalization of advertising content and conversion prediction, enabling more

effective outreach to precisely defined target groups.

In recent years, there has been a rapid increase in Al tools used in Poland. This is confirmed
by the data from the global organization PricewaterhouseCoopers' report “Ready for Artificial
Intelligence”. Three-quarters of Polish companies have begun implementing Al technologies,
mainly to automate processes, detect anomalies and improve prediction quality. However,
it should be noted that most of them are only in the early stages of implementation, and only
a few are using Al to its full potential. More than half of enterprises (55%) have defined an Al
strategy or are working on developing one. This confirms the growing awareness that digital
technology use is key to realizing the intended business and financial benefits (PwC, 2024).

The “Power of AI” report published by BUZZcenter (2024) revealed that 77% of surveyed
enterprises experience a positive Al impact on their growth. Publicly available Al tools are used
by 43% of respondents, solutions adapted to specific enterprise needs are used by 20%,
and 14% have implemented dedicated Al tools. Only 15% of respondents declare not using
Al currently, but plan to implement its tools in the short term, while 8% of respondents are not
using this type of technology and do not intend to implement it. The report's authors emphasize

that companies recognize Al's potential, indicating its benefits such as time savings, process
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automation, reduced operating costs, predictive capabilities, innovation, better risk
management, and improved product and service quality.

The 2024 “Business Digital Transformation Monitor” research was conducted by a global
organization of independent enterprises KPMG in partnership with Microsoft. They were
attended by 180 managers who are responsible for digitization issues in their organizations.
Large enterprises were represented by 31% of people, medium enterprises by 39%, and small
enterprises by 30%. Nearly a third of respondents declared they would use Al tools, while
another 30% plan to implement them in the current year. Smaller enterprises tend to implement
these technologies at a lower level, not because they are unaware of their importance, but due
to limited resources and insufficient experience in digitally transforming their organizational
processes. Certainly small business needs more support in achieving digital maturity (KPMG,
Microsoft, 2024).

According to a survey conducted by AI Chamber (2024) among 350 decision-making
employees of small and medium-sized enterprises (SMEs) from Poland, the Czech Republic,
Estonia, and Romania, 9 out of 10 surveyed entities are using Al and machine learning (ML),
with one in four using it to a significant degree. This has a positive impact on the following
areas of their business: IT, marketing, customer service, administration, sales, logistics,
production, quality control. Two-thirds of survey participants are convinced that Al and ML
positively impact their businesses. Half of the respondents see the potential of these
technologies to build competitive advantage, and more than 40% predict positive financial
effects from their implementation. Only 4% of respondents have a negative perception of Al
and ML. However, implementing Al tools in SMEs is associated with certain difficulties.
These include, for example, lack of confidence in digital technologies, high implementation
costs, lack of adequate infrastructure, inadequate staff competence, and difficulty in recruiting
qualified professionals.

E. Bielinska-Dusza (2022) also emphasizes that despite the growing use of Al technologies
in both large and small enterprises, the process still encounters numerous barriers. She divides
them into four types:

1. barriers resulting from the Al technology's limitations (related to the state of the existing

knowledge and scientific and technological base),

2. intra-organizational barriers (strategic, resource, and time pressure related to the

development and implementation of digital tools),

3. external barriers (from the environment),

4. hybrid barriers, resulting from the interaction of the first three.

L.S. Dalenogare et al. (2018) emphasize that overcoming barriers requires not only
identifying them, but first and foremost understanding their causes, effects, and multidirectional

interrelationships that hinder Al technology implementation.
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The Ministry of Development and Technology, with support from the European
Commission under the Technical Support Instrument, has implemented the project “Advancing
The Digital Transformation of Polish Enterprises” (2024). The research results confirm that the
digitization advancement level of SMEs in Poland is low, with its pace limited by financial,
resource, technological, organizational, competence, and psychological factors.

Many digitization barriers result from the specific SME characteristics (Mieszajkina, 2020).
Entities in this sector most often finance their operations from their resources and have little
access to the capital market, which limits their ability to invest in digitization. Many entities
lack sufficient knowledge of available EU funding sources. The decisive owner's role and lack
of ability and willingness to delegate authority result in one-man decision-making, with a focus
on day-to-day operations instead of strategic development. Lack of process formalization and
action planning means that digitization is not a priority, and actions are ad hoc and
unsystematic. Several technological barriers are related to inadequate and mismatched
infrastructure to the business nature, as well as the lack of professionals with the appropriate
digital skills. SMEs typically do not employ staff with specialized IT training, and owners'
knowledge of new technologies is often limited. Digital competence development is based on
short-term market needs and on taking advantage of emerging training opportunities.
This is not conducive to gaining strategic knowledge and skills in Al and cybersecurity.
Consequently, many decisions regarding the digitization of operations rely on intuition rather
than analysis and strategic planning. Moreover, the small scale of operations and labor-intensive
nature of production lead to technologies being treated as an unnecessary cost rather than
an investment in development (Mieszajknia, Bochen, 2022; Scoutto et al., 2021). All this makes
digital transformation chaotic, without clearly defined goals and plans.

Despite the clear barriers, SMEs have the potential to reap significant benefits from the
implementation of digital and Al tools, such as increased productivity, reduced costs, increased
customer satisfaction, and enhanced competitiveness. By doing so, they can greatly enhance

their chances of achieving success and strategic growth.

3. Artificial intelligence challenges - cybersecurity

Advances in Al bring new opportunities, challenges, and threats to its users. A significant
problem is the increasing risk of committing crimes related to security breaches of processed
information and the misuse of mass media to disseminate prohibited content. Crimes involving
the instrumental use of networks and information systems to violate legally protected interests
under criminal law are also a significant threat (Siwicki, 2012). Therefore, it is important to

take action to secure the cyberspace in which enterprises operate.
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Over the years, numerous theoretical concepts and analytical approaches to cyberspace have
developed. M. Jurek (2023) considers it from two perspectives. In a broad (abstract) sense,
he defines it as a global information infrastructure that enables people to connect through
computers and telecommunications. In a narrower sense - as a communication space created by
a system of Internet links, facilitating users to interact in the real world. Similarly,
P. Sienkiewicz (2009) considers cyberspace as a kind of communication space created by
a system of Internet connections. He indicates two aspects:

1. positive, in which it is an area for cooperation on many levels (including social,

economic or security),

2. negative, taking various forms (including cybersurveillance, cybercrime, cyberterrorism

or cyberwarfare).

According to the U.S. Department of Defense, cyberspace is a global domain in the
information environment, consisting of an interdependent network of information technology
infrastructures, including the Internet, telecommunications networks, computer systems, and
embedded processes and controllers (Ottis, Lorents, 2010).

C. Banasinski (2018, p. 31) understands the term cybersecurity as “the process of ensuring
the safe functioning in cyberspace of the state as a whole, its structures, individuals, legal and
other entities, and information resources in global cyberspace”. R.A. Kemmerer (2003, p. 3)
believes that ,,cybersecurity consists largely of defensive methods used to detect and thwart
would-be intruders”. J.A. Lewis (2006, p. 1) defines it as ,,cybersecurity entails the safeguarding
of computer networks and the information they contain from penetration and malicious damage
or disruption”. E. Amoroso (2006) emphasizes that for ensuring cybersecurity, activities,
technologies, and practices are necessary to minimize the risk of malicious attacks on
information systems. This includes a variety of protection mechanisms such as intrusion
detection and prevention systems, anti-virus software, solutions to block unauthorized access,
multi-component authentication mechanisms, and technologies to ensure secure and encrypted
communications. According to D. Craigen and N. Diakun-Thibault (2014), understanding the
nature of cybersecurity requires a multidisciplinary approach. The phenomenon is adversarial,
where some users aim to protect computer systems, while others utilize information technology
to breach their security features. Effective protection cannot be limited to traditional disciplines
such as mathematics, computer science, or electrical engineering, but requires interdisciplinary
analysis.

C. Banasinski and M. Rojszczak (2023) define cybersecurity as a multidimensional process
involving integrated measures to protect against threats from cyberspace. The authors
emphasize that effective digital security requires technical, legal, and organizational measures
to respond to dynamically evolving challenges and threats effectively. Their analysis highlights
the complexity of protecting both data and infrastructure and information, indicating the need

to improve strategies and tools to effectively counter cyberattacks continuously.
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The threat of cyber attacks, data breaches, and digital content theft is a concern for all
organizations. In the US, 43% of all cybercrime incidents target SMEs. A major factor
undermining security systems is the human element—often it is not the IT systems, but users
who represent the weakest link in the cybersecurity framework (PBSG, 2021).

According to the taxonomy proposed by W. Nowak (2020), cybersecurity incidents can be
divided into three groups: 1) malware attacks; 2) identity theft; and 3) attacks that block access
to services. Their main goals are to steal data, disrupt operations, cause financial damage,
and permanently or temporarily disable systems.

Organizations belonging to different sectors and operating in different industries process
increasingly large sets of data in the course of their business activities. This trend intensified
during the pandemic, when most operations were moved to computer networks and virtual
spaces. Technological changes have increased enterprises' development potential, but also
raised the number and degree of risks. The already known threats (phishing, pharming,
DDoS attacks, brute force attacks, bots and Trojans, ransomware) have been joined by new
ones with Al development, often being modifications or enhancements to existing ones.
These include, among others: telephone bots, deepfakes, GPT chat, fake news, data theft and
system hacking. To ensure the safety and effective use of Al, these risks must be considered
when developing a cybersecurity strategy.

Awareness among organizational executives about both the benefits and risks of using
digital tools is growing every year. This is confirmed by data from KPMG reports in recent
years. Indeed, in 2023, 15% of companies in Poland were using Al technology, and 13%
planned to implement it by the end of the year (KPMG, Microsoft, 2023). By 2024, one-third
of companies stated they would implement digital tools, and an additional 30% indicated they
would do so soon (KPMG, Microsoft, 2024). As more organizations invest in digital
technologies, concerns about their potential misuse also increase. The “Power of AI” report
shows that 42% of respondents are concerned about the lack of adequate protection against
cyber attacks that could disrupt Al or allow unauthorized access to sensitive data.
Simultaneously, up to 30% of enterprises are not taking any special measures to prepare them
for possible Al system failures (BUZZcenter, 2024).

In SMEs, implementing Al-based solutions and protecting against cyber threats is more
challenging than in large organizations. Effective cybersecurity management is crucial in
arapidly changing environment where digital technologies play a significant role, regardless of
the size of operations. It is essential for maintaining the integrity, confidentiality,
and availability of data, which is vital for the organization's stability and security.
Cybercriminals are developing increasingly sophisticated attack methods, and their activities
are increasingly targeting the small business sector. Smaller business units typically have
limited resources to provide effective cyber protection. Therefore, the implementation of

technological security measures alone proves to be insufficient. It is necessary to adopt



Artificial intelligence in small enterprise management... 363

a comprehensive approach to cybersecurity that considers not only technological aspects but
also the organizational and human factors that are crucial to effectively countering threats.

As part of European Cyber Security Month 2024, recommendations have been made for
representatives of the SME sector on what measures to take to protect the company from cyber
attacks. These include (European Commission, 2024):

e increase education and deepen employee awareness,

e software update,

e setting strong passwords and two-factor authentication,

e regular backups and safe storage,

e implementing a security policy that regulates technology use, and data access, outlines

procedures for security breaches,

e cooperation with experts specializing in cybersecurity.

Despite concerns, using Al by SMEs does not have to involve large expenditures, due to:

1. availability of ready-made solutions - today's market offers many ready-made Al-based
tools and platforms that are available in subscription or “as-a-service” models (Creativa,
2024; Symfonia, 2024),

2. Al cloud services - enterprises pay only for the resources consumed, allowing them to
scale services according to their needs and budget capabilities (Biznes.gov.pl, 2024;
Vestigio, 2024),

3. process automation (Let’s automate, 2025; Symfonia, 2024),
open-source solutions - there are many free and open-source Al tools and libraries
(DigitalOcean, 2025),

5. implementation simplicity (Antczak, 2024),

6. training and educational resources availability (Portal Sztucznej Inteligencji, 2025b;
Microsoft, 2024).

With these capabilities, SMEs can deploy Al solutions more cost-effectively (less costly)

and more easily, making the technology more accessible to businesses with limited resources,

while also enabling protection against cybercrime.

4. Research methodology

The survey was conducted based on a procedure consisting of several stages. Firstly,
a comprehensive review of the literature regarding the use of artificial intelligence in business
management, with an emphasis on cybersecurity aspects, was conducted. The following steps
identified the research problem, posed research questions, and formulated hypotheses.
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The research problem is the following: What are the existing practices, challenges and gaps

in small enterprise cybersecurity management efforts? Three research questions were

formulated:

1.

What steps small enterprises are taking to protect themselves from cybersecurity
incidents?

What are the barriers to managing cybersecurity in small enterprises?

What are the most relevant activities in the context of improving cybersecurity
management in small enterprises?

The research's main objective was to analyze and assess the practices, challenges and gaps

in the area of cybersecurity management in small enterprises. The following hypotheses were

formulated:

Hypothesis 1: In small enterprises, cybersecurity management activities are based on
widely available solutions that do not require specialized knowledge and skills.
Hypothesis 2: Cybersecurity management in small enterprises is most hindered by
a limited investment budget and insufficient employee knowledge in the cybersecurity
area.

Hypothesis 3: Improving cybersecurity management requires implementing activities
aimed at developing employees' competencies and increasing their awareness of

information and communication technology's safe use.

Hypothesis testing was conducted based on a pilot study. The authors intended to verify

their knowledge of the phenomenon under study and to test the research tool. The hypotheses

were verified using the diagnostic survey method, a structured interview technique.

The interview questionnaire contained 6 substantive questions and 3 metric questions.

Respondents answered substantive questions on a five-point Likert scale. Due to the pilot nature

of the study, it was conducted on a relatively small sample, 15 small enterprise owners

participated in 2024. The entities represented by the respondents during the research met the
criteria defined in the Act of 6 March 2018 — Entrepreneurs' Law (Dz.U. z 2024, poz. 236).

Research sample structure:

age of the enterprise: from 1 to 5 years - 5 enterprises, from 5 to 10 years - 4,
over 10 years - 5, less than one year - 1,

place of business: city of more than 150 thousand inhabitants - 3 enterprises,
city of 50 to 150 thousand - 4, city of 20 to 50 thousand - 4, city of up to 20 thousand
inhabitants - 3, village - 1,

industry: wholesale and retail trade - 3 enterprises, IT - 2, financial activities and

insurance - 2, industry - 2, service activities - 6.
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5. Cybersecurity in small enterprises — research results

As digital technologies rapidly evolve, cybersecurity becomes a crucial element of any
organization's strategy, including those of small businesses. Growing cybercrime threats are
forcing executives to take action to protect data and information systems. Investing in the
employment of highly qualified professionals with the appropriate skills in this sphere is now
becoming strategic for risk management in the organization. As part of the survey, respondents
were asked to whom in their enterprises were entrusted with cyber security tasks. The responses
obtained are as follows:

e enterprise has a dedicated cybersecurity position: 5 enterprises (33.3%),

e cybersecurity tasks are outsourced (rather sporadically): 6 enterprises (40%),

e planned to create cybersecurity specialist positions in the future: 3 enterprises (20%),

e employing such a specialist is not necessary: 1 enterprise (6.7%).

To verify hypothesis 1, respondents were asked to answer two questions. The first
concerned the frequency of cybersecurity incidents. Responses were given on a scale from

1 - never to 5 - very often. The answers are presented in Table 1.

Table 1.

Frequency of appearing cyber security incidents
Rating 1 2 3 4 5
Number of respondents 3 4 5 2 1

Source: own elaboration.

For three enterprises (20%), cyber incidents were not reported. In nine units (60%) these
events occurred infrequently (answers 2 and 3). This may indicate the presence of quite good
security features. Three people (20%) gave answers 4 and 5, meaning that they often experience
problems in the cybersecurity area. The vast majority of enterprises surveyed are experiencing
problems related to operating in cyberspace, indicating significant challenges in protecting data
and information systems.

In the second question, respondents indicated the actions they are taking to secure the
company against cyber threats. The responses are presented in Table 2, where 1 means - we do

not take action, and 5 - we take action constantly.

Table 2.
Actions to secure the company from cyber threats (number of respondents)
Ratings Weighted
Actions sum of
1 2 3 4 5 .
ratings
Regular updates of software and operating systems 0 1 1 7 6 63
Installation of antivirus and antimalware software 0 1 2 6 6 62
Monitoring network traffic and security events 0 1 4 5 5 59
Collaborating with cybersecurity experts 0 2 3 6 4 57
Implementation of information security policies 0 2 4 5 4 56
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Cont. table 2.

Training employees on cyber security 1 2 4 5 3 52
Regular assessment of cyber security risks 1 3 5 4 2 48
Adjusting the crisis management plan for cyber security incidents 2 4 3 4 2 45
Regular use of external cyber security specialists 4 3 4 3 1 39

Source: own elaboration.

The vast majority of surveyed enterprises regularly update software and operating systems
(weighted sum of ratings 63). Another activity with a similar score is the installation of antivirus
and antimalware software (weighted sum of ratings 62). Quite often surveyed units monitor
network traffic and security events (weighted sum of ratings 59). Enterprises are less likely to
use external cybersecurity specialists (weighted sum of ratings 39). Also infrequent are
activities related to correcting the crisis management plan in case of cyber incidents (weighted
sum of ratings 45) and assessing cybersecurity risks (weighted sum of ratings 48). The answers
obtained allow the conclusion that actions based on generally available solutions, which do not
require specialized knowledge and skills, are more often taken. It is disturbing that half of the
surveyed enterprises do not pay much attention to employee training in cybersecurity
(7 respondents answered 1, 2, 3). This is due to both the limited ability to implement internal
and external training and the owners' lack of belief in the necessity of these activities.
Considering that the vast majority of those surveyed are dealing with cyberattack incidents,
basing cybersecurity management strategies on publicly available solutions is insufficient.
The analysis of the responses does not provide a reason to reject Hypothesis 1.

The verification of hypothesis 2 was conducted through a question regarding the degree of
influence that specific barriers have on the cybersecurity management process. Respondents

provided answers on a scale from 1 - no influence to 5 - significant influence (Table 3).

Table 3.
Barriers to managing cyber security in the enterprise (number of respondents)
Ratings Weighted
Barriers 1 ) 3 4 5 Slllfl of
ratings

{;1(r)rlléted budget for investments in cyber security solutions and 0 1 3 5 6 61
Threats from phishing attacks, ransomware and other malware 0 1 4 6 4 53
forms
The complexity and dynamic nature of cyber threats, which are

. 0 1 6 4 4 56
constantly evolving
The need to ensure security for remote and mobile working 0 2 5 5 3 54
Lack of resources for ongoing employee cyber security training 1 1 4 6 3 54
The need to comply with data security regulations and legal 0 5 5 6 ) 53
requirements (e.g., RODO, GDPR)
Lack of employee awareness of cyber threats and proper security 1 5 5 4 3 51
practices
Lack of adequately trained information security specialists 0 3 6 3 3 51
Difficulty in monitoring and detecting cybersecurity incidents 0 2 7 4 2 51
Limited access to qualified cybersecurity professionals 1 2 5 4 3 51
Limited employee knowledge of new technologies and 0 3 7 3 ’ 49
cybersecurity trends
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Cont. table 3.

Lack of clearly defined policies and procedures for enterprise

. 1 2 6 4 2 49
cyber security management
ﬁlarzl;t(s)f management understanding of the importance of cyber 3 4 3 3 ) 42

Source: own elaboration.

For most enterprises, the biggest barrier is a limited budget to invest in solutions and tools
to ensure effective cybersecurity management (weighted sum of ratings 61). Threats from
cyber-attacks involving various forms of malware are also a significant challenge (weighted
sum of ratings 58). The complexity and dynamic nature of cyber threats (weighted sum of
ratings 56) make cybersecurity management quite difficult. The barriers that an overwhelming
number of respondents felt were less challenging in terms of cybersecurity management were
management's lack of understanding of the importance of cyber threats (weighted sum of ratings
42), lack of clearly defined related policies and procedures (weighted sum of ratings 49),
and limited employee knowledge of new technologies and trends in cybersecurity (weighted
sum of ratings 42). Responses analysis reveals that hypothesis 2 has been positively verified in
the first part - the biggest barrier to cybersecurity management are problems related to funding
cybersecurity activities. However, there are reasons to reject hypothesis 2 in its second part -
limited knowledge of employees related to cybersecurity in the opinion of respondents is not
a significant barrier. Representatives from 10 of the 15 enterprises indicated ratings of 2 and 3,
meaning low and medium impact.

Three questions were used to verify hypothesis 3. Initially, interview participants were
asked to evaluate the effectiveness of the measures the company is taking in the cybersecurity
management area. The responses are presented in Table 4, where 1 means no effectiveness

and 5 means very high effectiveness.

Table 4.

Effectiveness of the enterprise's cyber security management efforts
Rating 1 2 3 4 5
Number of respondents 1 2 7 4 1

Source: own elaboration.

Five respondents (33.3%) believe that the cybersecurity management activities undertaken
at their company are highly effective (ratings 4 and 5). Seven respondents (46.6%) assessed
their effectiveness at an average level (rating 3), and three respondents (20%) responded that
the measures were not effective (ratings 1 and 2). The results indicate that the majority of
respondents (80%) perceive cybersecurity management activities as at least moderately
effective. This means there is space for improvement in enterprises to implement more effective
cybersecurity strategies and tools.

Therefore, respondents were asked whether there was a need to improve cybersecurity
management at their enterprises (Table 5). They gave their answers on a scale of 1 - does not

need improvement, and 5 - improvement is absolutely necessary.
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Table S.

The need to improve cyber security management in the enterprise
Rating 1 2 3 4 5
Number of respondents 0 1 1 5 8

Source: own elaboration.

The vast majority of respondents (86.6%) recognize the need to improve cybersecurity
management (ratings 4 and 5). This indicates a high risk awareness and the need for further
action in this area. A small percentage of respondents (13.4%) view this need as less important,
possibly due to various factors, such as the effectiveness of existing safeguards or their
assessment of risk.

What actions can be most useful in improving cybersecurity management? Respondents
answered this question on a scale from 1 - not very helpful to 5 - very helpful. Their opinions

are presented in Table 6.

Table 6.
Assessment of actions needed to improve cyber security management at the enterprise (number
of respondents)

Ratings Weighted
Actions 1 ) 3 4 5 sum of
ratings
Raising employees' awareness of safe use of information and 0 1 3 5 6 61
communication technologies
Implementation of a regular cyber security training program for 0 1 3 6 5 60
all employees
Implementation of technologies to protect against phishing 0 1 3 6 5 60
attacks, ransomware and other threats
Creating a system of regular updates and contingency testing 0 | 3 6 5 60
(e.g., backups, system recovery plans)
Implementation of tools for sensitive data encryption and 0 | 4 5 5 59
communications
Regular cybersecurity reviews and audits 0 1 3 7 4 59
Updating and strengthening information security policies and 0 | 4 6 4 53
internal procedures
Implementation of cyber security incident monitoring and 0 | 4 6 4 53
detection systems
Establishing cyber risk management procedures and developing 0 1 4 6 4 53
an incident response plan
Development and implementation of strategies to ensure security 0 1 5 5 4 57
in remote and mobile work
Intr.0§1ucmg systems to control access to data and monitor user 0 5 6 4 3 53
activity
Collaboration with external information security specialists 1 2 5 5 2 50

Source: own elaboration.

Among the representatives of the surveyed enterprises (11 individuals, accounting for
73.3% of the total) believe that increasing employee awareness regarding the safe use of digital
technologies is the most crucial factor (weighted sum of ratings 61). Respondents expressed
a similar opinion on actions such as implementing a regular cybersecurity training program,
introducing technologies to protect against cyberattacks, and creating a system of regular

updates and contingency testing (in each case, the weighted sum of the ratings is 60). Slightly
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surprisingly, the importance of introducing systems to control access to data and monitor user
activity (weighted sum of ratings 53) and working with external information security specialists
(weighted sum of ratings 50) was underestimated. Based on the feedback from respondents,
activities aimed at enhancing employees' skills and awareness regarding the safe use of digital
technologies are deemed necessary. Since these initiatives received the highest weighted

ratings, there is no reason to reject Hypothesis 3.

6. Discussion and conclusions

The survey provided important insights into the challenges of managing cybersecurity in
small enterprises. Respondents indicated several barriers, including a lack of specialized
knowledge, limited financial resources, and insufficient awareness of cyber threats among
employees. They evaluated the effectiveness of their enterprises' cybersecurity management at
an average level. Meaning that they are aware of the need to improve activities aimed at
strengthening the cyberspace operations security. The willingness to develop employees' digital
competence and cybersecurity awareness can be assessed positively. The inevitable digitization
of business processes and the growing complexity of cyber threats mean that enterprise digital
security is no longer solely an IT specialist's domain. Increasingly, employees' decisions, habits,
and levels of awareness are the organization's first and most important defense line.
A significant part of security breaches are due not to advanced technical attacks, but to mistakes
or employee ignorance. This indicates the importance of building cybersecurity awareness
throughout the organization.

The problem for many small enterprises is IT infrastructure — from firewalls to servers and
software, which has not been updated for years. Outdated solutions usually have weaker
encryption mechanisms, gaps in authentication protocols and lack of manufacturer support,
which significantly increases the risk of hacking and data leaks. The lack of modernization of
the technical and technological environment increases the cybersecurity gap and limits the
practical benefits of Al tools. Investments in hardware updates, patch management and security-
by-design policies are crucial for small enterprises to be able to safely and effectively use
artificial intelligence. As studies have shown, limited financial resources are a significant
barrier to such modernization.

The conducted survey was a pilot and included a small respondent group, implying some
limitations on the ability to generalize the results. However, the data obtained provide
an important beginning point for further, more extensive analysis. During the interviews, it was
noted that some questions were difficult for respondents due to the use of specialized
terminology, so the survey tool should be clarified. The authors intend to conduct a broader

study to identify differences in cybersecurity management depending on the enterprise's time
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in the market, location, and industry. Future research will also include the possibility of
evaluating the effectiveness of specific Al tools in minimizing cyber threats.

The study literature and empirical research presented showed that effective cybersecurity
management in small enterprises requires a holistic approach, combining the development of
digital competencies, the implementation of modern protective technologies, and the formation
of a digital security culture. Small enterprise owners have a crucial role in this. They are the
ones who, through their decisions and behavior, set the standards for employees. It is important
to treat security as an integral part of their business processes, not as an obstacle or additional
burden.

The innovative element of the presented research was the combination of two perspectives:
1) the use of Al in small enterprises and 2) cybersecurity management in this context.
This allowed for a comprehensive approach to the level of awareness, practices and barriers
occurring in these processes. The results of the empirical research are consistent with the
conclusions drawn from the literature review. They confirm the low digital maturity of SMEs
and the lack of specialist competences enabling the effective and safe use of Al tools.
The information obtained is of practical and cognitive importance, as it shows real competence
and organizational gaps in the small enterprise sector and indicates the need for broader support

for this sector in the context of the development of digital competences and Al implementation.
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