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Purpose: The purpose of the work was to discuss various forms of social engineering and to
conduct a survey among the academic community in the field of cybersecurity.
Design/methodology/approach: Survey was conducted by google forms.

Findings: The paper discusses the issue of social engineering and its types, such as: phishing,
pharming, vishing, whaling, skimming and rubber ducky devices. Subsequently, "good
practices”, i.e. recommendations to be used in order to increase security against a cyberattack,
were discussed. In the research part, a survey was conducted among the academic community.
111 respondents took part in the survey. The answers were analyzed and conclusions were
drawn. Research among the academic community on cybersecurity awareness has been
conducted for the first time. The results show the level of awareness and demand for
cybersecurity training.

Social implications: The survey was aimed at examining the awareness of the academic
community in the field of cybersecurity. Based on the responses, it can be concluded that the
demand for training in this area is high.
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1. Introduction

Over the years, the Internet has become not only a tool, but also a meeting place,
work place, library, school, cinema, bank and many other facilities. Today, every generation,
from children to seniors, uses the Internet. Opportunities offered by access to the network,
unfortunately, also create threats, opportunities for fraudsters, a voice of hatred and facilitations
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for all kinds of crimes (Dudzinska et al., 2020; Kiljan et al., 2022, Kowolik et al., 2021).
That is why it is so important to make users aware of the dangers and threats.

The aim of the work was to discuss various forms of social engineering, to present "good
practices™ in order to increase the security of network use, and to conduct a survey among the
academic community in the field of cybersecurity.

The survey was anonymous, and the respondents were students and employees of the
Silesian University of Technology. The survey was aimed at examining the level of awareness
in the field of cybersecurity and an indication of the need for training in this topic.

2. Social engineering

Due to the constant development of new hacking techniques, network security and
protecting your computer becomes quite problematic. Unsecured hardware results in data loss
through, for example, malware that can steal personal data after getting into the device,
or malware that can damage or destroy files on the device (Lewandowska 2019; Garwol 2018;
Furmanek 2012; Wojtkowiak et al., 2013).

Not only companies are attacked, but also individual network users. In order to protect
against such events, you should block applications that seem suspicious, do not click on links
of unknown origin, or do not connect unknown devices to the USB port, because dangerous
software can be knowingly installed. You should also pay attention to the Internet network,
whether it is properly secured and how it is made available. Another danger awaits users of
social networking sites, providing information about themselves, posting photos without
checking their privacy settings. It is important to encrypt data and important documents,
and using the so-called virtual disk, i.e. the "cloud", files should be protected before being sent
(Lewandowska, 2019; Czekaj, Stecko, 2016; Grubicka et al., 2019; Grubicka, Jopek, 2017).

The most popular threats in cyberspace include (Grzelak, Liedel, 2012; Walendzik,
Wilkosz, 2018; Gronowicz, Wos, 2018; Jopek, Kinda, 2019; Noga et al., 2018; Kujawinska
et al., 2021; Samociuk, 2023; Wawrowski et al., 2023):

e malware attacks (malware, viruses, worms, etc.);

e identity theft;

o theft (extortion), modification or destruction of data;

e Dblocking access to services (mail bombs, DoS and DD0S19);

e spam (unsolicited or unnecessary e-mails);

e social engineering attacks (e.g. phishing, i.e. phishing for confidential information by

impersonating a trustworthy person or institution).
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The elements of social engineering that are described in the next section are social
engineering attacks. Social engineering is any attack that uses human psychology to perform
certain actions or to transfer information in order to influence the target of the attack (Gray,
2023; Tomczyk, 2019). Online scammers sometimes work on their target for several months,
gathering information about the victim, following social networks, analyzing behavior and
trying to sense where they will hit in the search for information of interest to them. Research
shows that the most common targets of social engineering attacks are people in managerial
positions (Lizut et al., 2014; Kujawinska et al., 2021; Kowolik et al., 2021).

Social engineering can be an extremely effective tool for data mining. Internet fraud has
been happening since the very beginning of the Internet. Cybercriminals come up with newer
and newer techniques and tactics to deceive users. Only the vigilance of the user depends on
recognizing the problem and avoiding fraud. If vigilance fails, the result is usually a financial
loss (Cisowski et al., 2021).

3. Cybersecurity awareness survey

Recently, there has been an increasing interest in the topic of cyber security. Cybersecurity
is also one of the pillars of Industry 4.0. However, due to the occurrence of cyberattacks and
a lot of information in social media on this topic, it was found that conducting a cybersecurity
awareness survey among the academic community of the Silesian University of Technology
would be a good idea. 111 people responded to 307 questionnaires sent. The questionnaire was
sent to employees and students of the Silesian University of Technology.

The survey consisted of 12 single and multiple choice questions. It was possible to answer
"Other" than listed. The survey was conducted using a Google form. The survey was
anonymous.

4. Summary of survey research

The results of the survey are presented below. Out of 307 respondents, 111 people
answered.

111 people took part in the survey: 55 women, 52 men, while 4 people preferred not to
disclose their gender (Fig. 1).
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Gender of respondents

B Female
m Male

m | prefer not to answer

Figure 1. Gender of respondents.
Source: own elaboration.

Among the respondents (Fig. 2), the largest group of 70 people was aged 19-25, i.e. students.
Subsequently, 15 people aged 37-47, 14 people aged 26-36, 11 people aged 48-58 and 1 person
over 59 years of age.

Age of respondents

W 19-25
W 26-36
m37-47
48-58
m >59

Figure 2. Age of renspondents.
Source: own elaboration.

The largest number of respondents (Fig. 3), as many as 50 people had secondary education.
Another group, 33 people, higher education. 18 people had a PhD degree. 6 people had
a habilitation, 2 people had higher education with post-graduate studies or MBA, and 2 people
with a professorship.
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Education

M during studies

m finished studies

u PhD
habilitation

u MBA

M Professor

Figure 3. Education of respondents.
Source: own elaboration.

As many as 61 people declared the level of technical skills as medium. 47 people high level,

i.e. advanced use of databases, programming and/or script execution. Only 3 people declared
their level of technical skills as basic (Fig. 4).

TECHNICAL SKILLS

70
60
50
40
30
20
10

Medium (online High (advanced use of Basic (using a web
shopping, use of social databases, browser, sending and
media, use of programming and/or receiving emails, word
multimedia programs) scripting) processing)

Figure 4. Technical skills of respondents.
Source: own elaboration.

Among the respondents (Fig. 5), the most well-known form of social engineering is
phishing (more than half of the respondents). Unfortunately, as many as 45 people do not know
any of the given forms. 29 people have heard of skimming. 16 people know what vishing is,
15 people know what rubber ducky is, 14 people know about pharming and whaling. Individuals
also added: baiting, CEO, fraud, scareware, quid pro quo, bribing a company employee to install
a suspicious program on the company's computer, ARP and XAMPP attacks.
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Have you heard of the following forms of social engineering?
If yes, please indicate which ones (multiple choice):

Phishing 61 (55%)
Pharming 14 (12,6%)
Vishing 16 (14,4%)
Whaling 14 (12,6%)
Skimming 29 (26,1%)
Urzadzenie rubber ducky 15 (13,5%)
Zadne zpowyzszych 45 (40,5%)
Baiting, CEO fraud, Scareware...

Ataki typu ARP, XAMPP

1(0,9%)
1(0,9%)

Figure 5. List of forms of social engineering.
Source: own elaboration.

101 people out of 111 respondents have had contact with a cyberattack, 10 people declare
that they have not had such contact (Fig. 6).

Cyberattack experience

W YES
®NO

Figure 6. Cyberattack experience.
Source: own elaboration.

99 people declared that they had received a suspicious link sent by email or SMS in their
lifetime. 79 received spam, which is quite a common and common form. 56 people were
contacted via a fake profile on a social networking site. Almost 1/3 of people had telephone
contact with a fraudster, for example, claiming to be a bank employee. 12 people had contact
with installing dangerous software, also via USB devices. One person was not in contact with
any attack.
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Individuals mentioned:

Scripts in pdf files, in MS Word editor files, in MS Excel spreadsheet files, e-mail
attachments.

Testing your own equipment to check security.

Account hacking.

Chatbots, intrusive ads with fees.

Email messages testing the caution of plant employees.

109 people are aware (Fig. 7) that online activities are tracked to create an online profile
and send advertisements. Only 2 people don't mind. There are no ignorant people among the
respondents.

Are you aware that your online activities (internet surfing, social media usage,

online purchases) are tracked to create an online profile and send you advertisements?

= YES = ldonotmind = NO

Figure 7. Respondents' awareness of creating an online profile and personalized ads.

Source: own elaboration.

Which of the following or used tools have you customized on your device?

The largest number of respondents (79 people) set privacy in social media. Nevertheless,
77 people track location and 76 installed an ad blocker. 70 people changed their passwords and
64 set the private mode in the web browser. 34 and 33 people deleted unused accounts and used
anti-tracking tools. 3 people did not use any of the listed tools. Individuals applied DNS filtering
through an external server.

How often do you change your e-mail password?

One of the questions that had the largest number of different answers concerned the
frequency of password changes in e-mail.

Almost half, as many as 50 people, do not change their password in e-mail at all, they have
the same password all the time. 36 people change their password once a year. 12 people change
their password once a month. And the responses from individuals were as follows:



320

A. Kiljan, A. Kapczynski

Rarely.

I prefer not to give.

Every day.

Quarterly.

Once every 2 or 3 years, and if viruses are detected.
Depends.

If necessary.

Every now and then.

Once every 2 years.

Every 3 months.

once happened.

From time to time, but not regularly.

Mail has 2 passwords set by a program to create several hundred bit passwords.

40 people out of 111 were trained in cybersecurity, while as many as 71 people were not
trained (Fig. 8).

Number of trained people

W YES
B NO

Figure 8. Number of people trained in cybersecurity.

Source: own elaboration.

81 people expressed their willingness and interest in training in cybersecurity, the remaining
30 people do not see such a need (Fig. 9).
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Interest in cybersecurity training

W YES
mNO

Figure 9. Number of people interested in cybersecurity training.

Source: own elaboration.

5. Conclusion

In recent years, the increasing use of the Internet has been observed. The Covid-19
pandemic has made people more willing to do various activities online, such as shopping.
However, it carries many dangers that can cause many losses, not only financial.

Online threats are becoming more and more frequent, which is why it is so important to be
aware of the threats lurking on the Internet, hence the idea of conducting a survey among the
academic community.

Unfortunately, the reluctance to complete surveys, even short and anonymous ones, is still
visible. Only 1/3 of the people answered the survey questions. On the other hand, as many as
70 out of 111 respondents were people aged 19-25, i.e. students.

Based on the survey, the following conclusions can be drawn:

e Most of the respondents knew forms of social engineering.

e Almost everyone has been in contact with a cyberattack and knows what it is.

e Respondents can indicate the form of a cyberattack.

e Respondents are aware of what they publish on the Internet.

e Respondents use various types of tools to protect their data.

e The problem among the respondents is low awareness of password change in e-mail.

e Most of the respondents do not change their password at all or do it very rarely.

e Most of the respondents (71) were not trained in cybersecurity.

e Most of the respondents (81) are interested in cybersecurity training.
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The results of the research indicate that there is an increasing awareness of the community
in the field of cybersecurity and the need for training in this field. It is a satisfactory fact that
some people have already undergone such training, which proves that the employer cares about
raising awareness of employees or the employees themselves have such a need.
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